TicketMaster breach

* “unauthorized third party” obtained information from a
cloud database hosted by a third-party company
between April 2 and May 18, 2024

e Over 500 million TicketMaster users affected

* “may have included your name, basic contact
information, and payment card information such as
encrypted credit or debit card numbers and expiration
dates”

* What should you do?

ticketmaster-



Reacting to TicketMaster breach

e CBC

* Evan Light, associate professor of communications at
York University, expert in privacy & surveillance tech
— “If people get emails from Ticketmaster saying that they're

among these accounts, I'd say cancel your credit card right
away.”

— check website Have I been Pwned
https:/ /haveibeenpwned.com/

- note from Chris - the ship has sailed on this breach, but useful for
future breaches

— enable multi-factor authentication on credit cards

— refrain from storing credit card information with a company
you are buying from, even though it seems convenient

https:/ /www.cbc.ca/news/ticketmaster-data-breach-1.7257764




Reacting to TicketMaster breach

e Medium.com

* They don’t care about you, and they will not “do
everything they can to protect your data”

* They will do the absolute bare minimum to minimize
charges from the SEC and other regulatory bodies

* You cannot rely on them to protect you in any way

https:/ /medium.com/@y3t]l sec/ticketmaster-breach-2024-what-you-should-do-dfd450fb6aba




Reacting to TicketMaster breach

* Medium.com (con’t)

* Breach contains name, phone number, email address, home
address, partial credit card details, transaction details

* May receive follow-up calls, emails, letters, & text messages
from attackers

may appear convincing: they can identify the shows you purchased
tickets for, your name, and the last 4 digits of your credit card, etc.

do not engage with any suspicious communications going forward,
even if they contain this information

validate sender & independently verify communications you receive
contact TicketMaster by visiting their support page

avoid clicking on any emails that use the same information you
provided to TicketMaster

https:/ /medium.com/@y3t]l sec/ticketmaster-breach-2024-what-you-should-do-dfd450fb6aba




Reacting to TicketMaster breach

* Medium.com (con’t)

* Change your account credentials at TicketMaster
— change password, remove any stored credit cards

* Monitor your credit
— Equifax and TransUnion in Canada

— TicketMaster’s offer of free credit monitoring through TransUnion
likely not be enough

— Financial Consumer Agency of Canada has detailed info on how to
monitor your credit

- https:/ /www.canada.ca/en/financial-consumer-
agency/services/credit-reports-score/order-credit-report.html

— Credit Karma (https:/ /www.creditkarma.ca/) and
— BorrowWell (https:/ /borrowell.com/) are other possibilites

https:/ /medium.com/@y3t]l sec/ticketmaster-breach-2024-what-you-should-do-dfd450fb6aba




