
Share Scam email—common signs

• Unfamiliar or suspicious sender
• Misspellings in domain names

̶ such as rnicrosoft.com instead of microsoft.com

• Generic greetings or greeting with your email address
̶ Hello samspade2643

• Poor spelling and grammar
• Urgent or threatening language
• Suspicious links or attachments
• Requests for sensitive information
• Odd or irrelevant subject line



Share Email scams
- frequent topic at Q&A

• Follow-Up - Multiple E-mail Scams (Jan 24, 2024)
̶ https://opcug.ca/qa_recordings/20240124_PowerPoint.pdf

• Follow-Up - Another week... another scam (Jan 31, 2024)
̶ https://opcug.ca/qa_recordings/20240131_PowerPoint.pdf

• Fraud Watch - Deluge of scam e-Mail (Aug 24, 2024)
̶ https://opcug.ca/qa_recordings/20240828_PowerPoint.pdf

• Fraud Watch
̶ https://opcug.ca/fraud-watch/



Share Snitcher.space

• Analyzes any email and tells you if it seems likely to be
a scam— along with analysis
̶ assigns a Trust Score
̶ tells you how it arrived at its analysis

• Forward email to scan@snitcher.space
̶ first time, you have to click once on a confirmation email
̶ then receive an email back with analysis

• All done through email—nothing to download & install
• Completely free to use
• Snitcher.space says it

̶ deletes email after scanning
̶ doesn’t sell your data
̶ https://snitcher.space/privacy



Share

Is this a scam?



Share

Summary:
• invite—sell on Alibab.com
• links to:

• set up store
• contact support
• learn about selling on Alibaba.com

• I would guess spam, not scam

Legit sender

Legit links

Possibly legit offer of
services

Unsub & privacy links

Trust Score: 75%
• pretty high
• still considered suspicious
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Is this a scam?
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Summary:
• offer free emergency car kit

• for filling out a survey
• Problems with

• email domain
• seems too good to be true
• suspicious link

• I would guess scam

Domain mismatch
• @chevitai.it doesn’t match official

domain @caa.aa

Suspicious link
• Flowcode.com not associated with CAA

Trust Score: 30%

Unrealistic offer
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Perhaps the most
obvious scam
• even if you would never fall
for it, maybe some would!

• or you might, when
• in a hurry
• tired
• not paying attention
• …
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Summary:
• claims to be from Apple
• several red flags including

• suspicious sender address
• non-Apple link

Urgency & pressure

Suspicious link
• link to update payment info not

Apple domain

Trust Score: 10%
• Classified as Scam

Suspicious sender
• doesn’t match Apple domain

Threats & consequences
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• Gives hints and clues about elements frequently
manipulated by scammers

• Exposes some hidden elements
̶ e.g. where an Update payment link actually goes

• Aggressive in labelling some legit emails as Suspicious
̶ free 3-month trial for Microsoft 365 Personal after buying a
computer from Costco

̶ email from Google about new Gemini features

• Service is sometimes quite slow
• See https://snitcher.space/ for details:

̶ how it works
̶ scams they detect
̶ scam detection technology
̶ FAQs Another tool in your toolkit


