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QR code vulnerabilities
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* Quishing: QR code phishing

— you don’t necessarily know where you will end up

— 12% of all phishing emails in 1%t half 2024 contained a QR code

* Hijacking switch attacks
— malicious QR code put over a legit QR code
- e.g. to pay for parking or charging electric vehicles
* Privacy invasion attacks

— woman accidentally shared her restaurant ordering code while
sharing food photos

— others used her code to order $60,000 worth of food

* Brushing scams
- scammers sends an unsolicited package
- often appearing to be from Amazon
- QR code to report to vendor — takes you to phishing site
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Interesting stats %

* Quishing increased 10-fold between 2021 & 2024

* Global payments using QR codes expected to exceed
US$2.7T in 2025
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* More info in show notes for Smashing Security 412
— https:/ /grahamcluley.com/smashing-security-podcast-412/



Protecting yourself

Education
— stay informed about quishing tactics
— share knowledge with friends, family, & colleagues
Verify the source
— verity legitimacy prior to scanning any QR code
— be cautious of QR codes received in unsolicited emails or public places
Use secure QR code scanners
— some QR code scanner apps provide preview of URL before opening
— caution: scammers can use URL shorteners to hide malicious links
Avoid scanning random QR codes
— don’t scan QR codes in unexpected or suspicious contexts

- e.g. flyers on the street or messages from unknown senders
Leverage phishing-resistant multi-factor authentication

— enable phishing-resistant MFA on your online accounts
- adds extra layer of security
- more difficult for scammers even if they obtain sign-in credentials

Avoid scanning any QR codes!



