Mobile Communications
Best Practice Guidance

* US Cybersecurity and Infrastructure Security Agency (CISA)

— Mobile Communications Best Practice Guidance
* Response to Chinese govt. state-sponsored cyber espionage

* Guidance includes:
— use only communication apps with end-to-end encryption;
— use Fast Identity Online (FIDO) phishing-resistant authentication;
— use a password manager;
— set a Telco PIN;
— regularly update software;
— opt for latest hardware from cell phone manufacturer; and
— don’t use personal virtual private networks (VPNs)

* Platform-specific recommendations for iPhones & Android
devices
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https://www.cisa.gov/sites/default/files/2024-12/guidance-mobile-communications-best-practices.pdf

