Bogus notice from “Amazon Prime”

From  Amazen Prime {Prime—infnﬂ'l &

subject SPAM: Your membership has expired!

Free delivery, award-winning TV, exclusive deals, and more

amazon

Your Membership Has
Expired!

prime
\—-—:’

Your membership has expired.

But as a part of our loyalty program,
you can now extend 90 days for just
$3. Free delivery, award-winning TV,
exclusive deals, and more. Cancel
anytime.

SAVE STORAGE

Your ungiue code:

#3FOR90SAVE

A delivery fee may apply

if you want to unsubscribe please click here

Why is this a scam?
1. The Amazon domain (@amazon.com) is not in the email address (outlined in blue at top).

2. Hovering the mouse (in the actual email) reveals that the entire notice (outlined in yellow) is a graphic where
everything, including the white space, links to a bogus URL:
https://firebasestorage.googleapis.com/...
Again, the domain in the URL (in bold) is not the Amazon domain and “firebasestorage” is questionable, to say
the least. The use of “googleapis” in the domain name is an attempt by the scammers to fool you into trusting
the Google name (the Google domain name is not “googleapis”). A real notice from Amazon Prime would have
individual URLs containing the Amazon domain for each component in the notice.

(Note that the word SPAM in the subject line at top was added by a spam filter on my system or with my internet
provider. You might not get this warning.)

Do not automatically assume such emails come from a legitimate sender. Carefully scrutinize the sender’s email
address and hover (do not click) over all components of the message to reveal any bogus links. Better yet, if you are
a subscriber (of Amazon Prime, in this case), go to your account using a trusted bookmark in your browser to verify
the notice. If you are not a subscriber, then it definitely is a scam.



