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Scammers can easily phish your multi-factor
authentication codes. Here's how to avoid it

Posted: May 16, 2024 by Fisier Amitz

More and more websites and services are making multi-factor-authentication (MFA) mandatory, which makes it much
harder for cybercriminals to access your accounts. That's a great thing. But as security evolves, so do cybercriminals who
are always looking for new ways to scam us.

A type of phishing we're calling authentication-in-the-middle is showing up in online media. While these techniques,
named after man-in-the-middle (MitM) attacks, have existed for a while, they appear to be gaining traction now.

It works like this: A user gets lured to a phishing site masquerading as a site they normally use, such as a bank, email or
social media account. Once the user enters their login into the fake site, that information gets redirected by the
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Scam methodology and fix

* User clicks on a fake banking website

* Enters logon credentials (userID/password)

* Scammer uses these to log on to the real bank site

* Bank sends the user a security code as an SMS text
* Scammer has the fake website request the code

* User enters the code on the fake web site

* Scammer uses this code on the real bank site

e Scammer has full access to the user’s bank account!

Don't click on dubious links!




CONFIRM AND GET STORAGE NOW

« Altention, if you do not get more storage before 22 Nov 2023, your email box might be
DEACTIVATED
« |f you need help, visit ourl Mail Settings page

Kind regards, alan s
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