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Recent Scams

One of our members recently received the following E-mail message:

From: "Tim Horton" <tim@getresponse-mail com= ln
Ta:

Sent: Wednesday, May 6, 2020 6:31:17 PM
Subject: Win $200 to spend on Tim Horton's amazing coffee In |n

P [ hitp:/fowlliznpY 30gDNK#8btON4cnY BV yveKTY JPzejulyckmdCDGbINOOQrSy76zN5zaul | We have a surprise for Tim Hortons Shoppers | In

click [ hitp://89. 144 62.29/opt. php?d=41306&I=216&c=675435&em=c92ea4907 ef5dedccIadb5dT618fc3dT#EtONAcnY BTyve KT Y JPzejuZyckmd
CDGbINQQOQrSy76zN5zau0 | here | to remove yourself from our emails list

Red Flags - Why is this a scam?

E-mail domain (getresponse-mail) is not that of Tim Hortons

Incorrect spelling of company name: Tim Horton (should be Tim Hortons)

Use of bait (“Win $200” and “We have a surprise”)

-Domain name in URL is owLli (should be https://www.timhortons.com/)
-Unsubscribe link is an IP address (89.144.62.29)
(beware of IP addresses — they give no clue as to their destination)
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