Ottawa PC Users’ Group, Inc
https: //opcug.ca

Opcuf

WATCH ! X

Recent Scams
One of our members recently received the following E-mail messages:

E-mail #1:

From: "Shoppers Drug Mart” <drugmart@getresponse-mail. com> |n
Te:

Sent: Thursday, May 7, 2020 8:17:30 AM

Subject: For Shoppers Drug Mart Customers ONLY!

[ hitp:/fowl lilgsJ30gE0J9#vE NlwirhivDEUgbSUSGC2la1AcU1dsPbFrE4UNgkVCQ |
1 [ http:flowl illgsJ30gED S vE2llwirhivDEUgSSUSGC2la1AcU1dsPbFradUNgKVCA |
We have a surprise for Shoppers Drug Mart Customers! |

In click [ hitp://89. 144 .62 29/opt. php?d=41338&I=216&c=6754358em=c92ead 807 efbdedcchadbbd7618fc3d7 | here
‘ to remove yourself from our emails list

E-mail #2:

From: "Shoppers Drug Mant" <dmugmart@sendgrid.net> |n

To:

Sent: Thursday, May 7, 2020 3:45:39 PM

Subject: How often do you use Shoppers Drug Mart discount coupons?

[ hitp:/fowl ik fw530qE4Gd#ifYtsgyd0ES2 TFviMYpDWFE QzZ e 0stMrOwDmF OQYher Tk |
ln 1[ hitp:owl lilk7w530qEAGd#ifYtsgyd 0EE2 TR viMYpDWF Qz7e0stMrowDmFOQYher Tk |
We have a surprise for Shoppers Drug Mart Customers! ]

|n click [ hittp://85.93.23.185/opt.php?d=41380&I=216&c=675435&em=c92ead907efSdedccYadbbd7618fc3dT | here |
f to remove yourself from our emails list

Red Flags - Why are these scams?

E-mail domiains (getresponse-mail and sendgrid) are not that of Shoppers Drug Mart

Domain name in URL is owLli (should be http://www1.shoppersdrugmart.ca/)
Use of bait (“We have a surprise”™)
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Unsubscribe links are IP addresses (89.144.62.29 and 85.93.23.185)
(beware of IP addresses — they give no clue as to their destination)




