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On trusting and not trusting
Microsoft

YouTubeTech

* Interesting video from Ask Leo

— Leo Notenboom

* Addressing trust and Microsoft

* In particular addressing:

— people’s concern that using OneDrive allows Microsoft to
snoop in your documents

* Anyone concerned that Microsoft may be doing
nefarious things should probably watch this

https:/ /www.youtube.com/watch?v=IkvSDGpHONA _



Windows 11 25H2 = ‘

Latest feature update to Windows 11 released Sept 30t
Full blog posting:

— https:/ /techcommunity.microsoft.com/blog/windows-itpro-
blog/an-it-pro%E2%80%99s-guide-to-windows-11-version-
25h2 /4457409

Anyone meeting the requirements can now download and
install 25H2
— details:

— https:/ /www.microsoft.com/en-ca/software-
download /windows11

Will take some time to become available through Windows
Update

— upgrade time is short

— delivered as minor enablement package update (eKB)

— mostly activates features already present but inactive in 24H?2
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== What are Containers?

e Containers are a form of virtualization.

e Unlike Virtual Servers, containers share the host
machine’s OS kernel.

* The most common Container Engines are Docker and
Podman.
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=> Containers vs VM

Portability and Consistency:

Containers ]Eackage an application and all dependencies into a
single unit. Ensures the application behaves consistently across
difterent machines.

Resource Efficiency:

Containers share the host machine's OS kernel making it more
lightweight and efficient in resource consumption. There is also
only one OS to maintain.

Isolation and Security

Both VMs and Containers are a method to provide isolation
between ditferent applications, as well as the host system.
Though containers are a bit more secure, as they generally only
contain the minimum software to run a given application.



= How is container data stored?

Container data by default is ephemeral, so only exists
while the container is running.

To store persistent application data, a storage volume
external to the container is mapped. Two methods are
available Bind Mounts or Docker Volumes.

Docker Container Docker Host

Bind Mounts

| = Volumes
1 i
] ]
| 1




** How is a container deployed?

Docker containers can be deployed directly with Docker
Commands or using Compose files.

[t is recommended to use Compose, a YAML format file,
used to define and save your configuration for
reproducibility.

Compose files can also be easily source controlled using
Git.

NOTE: If using external providers like GitHub, be careful not upload any files that include
passwords.



Example Compose File

networks: # Define a specific docker network for the application, to provide additional security isolation.
forgejo: # If not specified, all containers would share the same default docker network.

external: false

services: # Service section defines what containers the application stack will require.
server: # The container service name we wish to use, it can be anything.
image: codeberg.org/forgejo/forgejo:11  # The source for the pre-created application container.
container_name: forgejo # The name we wish to call this container, the display name in Docker.
environment: # Environment variables in the container which we can customize,
- USER_UID=1000 # what variables are available is defined by each container.
- USER_GID=1000
restart: always # Define the restart action, when the container is terminated (ex: reboot).
networks: # List which docker networks, the container will have access to.
- forgejo
volumes: # A mapping of host volumes to container volumes.
- /srv/containers/forgejo/data:/data # This line is where the persistent data will be stored.

- [etc/timezone:/etc/timezone:ro
- [etc/localtime;/etc/localtime:ro

ports: # The list of ports to expose, for application access outside the host.
- '3000:3000" # Defines what host port is mapped to a given container port.
-'222:22'

Example source: https.//forgejo.org/docs/latest/admin/installation/docker/#docker



DEMO



* First install Docker on your host, this can be done by
following the official documentation for your platform
at https:/ /docs.docker.com/engine/install/

* Ensure your desired account is part of the docker group.
| iDebianDemo:/$ sudo usermod -aG docker $USER

* Create the directory structure for the persistant data.
And set the owner to the desired account.

lemo@Debian :/$ sudo mkdir -p /srv/containers/forgejo/data
lemo@DebianDemo:/$ sudo chown -R demo:demo /srv/containers
lemo@DebianDemo:/$ 1s -1 /srv/containers

total 4

drwxr-xr-x 3 demo demo 4096 Aug 31 17:10
| 2Modpe j. lanvemo. $ ’



Demo Continued ...

* Verity the ID of the account you will use for containers.

To ensure the correct ID is used in the Docker Compose
file.

$ id —u demo

* In our host file path /srv/containers/forgejo create the
compose file named compose.yaml.

»:/$ nano /srv/containers/forgejo/compose.yaml




Demo Continued ...

/srv/containers/forgejo/compose.vaml

Lner_name: forgejo

onment

\Lhéﬁl; codeberg.org/forgejo/forgejo:11

envair

— USER_UID=1000
— USER_GID=1000
restart: always
—Féfgejo
volumes:
- /srv/containers/forgejo/data:/data
- /etc/timezone:/etc/timezone:ro
- /Jetc/localtime:/etc/localtime:ro




Demo Continued ...

* Change to the directory with the compose file, and start
the container with the command docker compose up -d.

$ docker compose up -d

* The container will now be pulled down from the source
location and started.

$ docker compose up -d

server Pulled
0368fdU6e3c6 Pull complete
86258a861566 Pull complete
5ba7bbb96787 Pull complete
d2cacl3daflf Pull complete
578b00bae60f Pull complete

bc1f97d4bf6bc Pull complete
bf7363368500 Pull complete
4oc2bd7ufufy Pull complete
ed98dd6f0850 Pull complete

Network forgejo_forgejo
Container forgejo



* We can now access our application at the IP and Port of
our host machine.

* For this application it now gives us an opportunity to
setup an Administrator Account.

QO A Not Secure 192.168.10.113

» Server and third-party service settings

iguration options will be saved in: /data/gitea/conf/app.ini

Install Forgejo




C m@ O A NotSecure hitp://192.168.10.113

Issues Pull requests Milestones Explore

E] Repositories A Users

Search repos...

No matching results found.

22.0 Page: 2ms Template: Ims

() Organizations

Q Filter =

@ English

Demo Continued ...

Sort ~




/// %, Demo Continued L)

* When the application requires an update, it is performed
by simply executing the following.

$ docker compose pull && docker compose up -d

* The command pulls down any new version of images
defined in the Compose file and redeploys.



**Where to find containers?

* Many open source web application projects, directly
provide container images and docker compose
templates.

* An excellent source is also linuxserver.io which
provides containers and docker compose examples for a
wide range of open source software.
https:/ /www.linuxserver.io/




What are some examples?

Some examples of useful containers for home are:
* Portainer - A GUI for managing containers.

* Jellyfin - Media system for streaming shows, movies
and music.

* Immich - Photo and video management.
* Mealie - Recipe manager.
* Home Assistant - Home automation system.

* Nginx Proxy Manager - Reverse proxy and Let’s
Encrypt certificates for your container applications.

* Authentik - Identity provider and Single Sign On (SSO)
platform.



Down the rabbit hole

Starting to experiment with containers, unlocks the
world of Self-Hosting.

There is a large community hosting applications at
home, to take back control of their personal data
(DeGoogling).

Self-hosting can be a great learning experience and fun
hobby.

Provides a second life as a home server, for an older PC.



= Links for further learning

More advanced setup guide for Docker host:
https:/ /blog.curucomputing.com.au/Doing % 20More % 20with % 20Docker / Introduction/

YouTube creators, with helpful container content:
https:/ /www.youtube.com/@TechnoTim/videos

https:/ /www.youtube.com/@christianlempa/videos

https:/ /www.youtube.com/@Jims-Garage/videos
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J¢ Am Iinviting more junk mail?

* Recently changed internet providers
* See more junk mail coming to my inbox

* If marked as phishing & junk

— seems get even more of these emails

* Is marking these emails as phishing an invite, or
validating the email?

Carol Ann Pearson




In most email interfaces (web or local client software)

Marking an email as spam/junk/phishing

— should not send anything to the originator

So what does spam filtering actually do?
Several possibilities

— block future emails from that sender, with that subject line, etc.

— use Bayesian filtering to block future emails
- locally with email client
- at the email provider level such as Gmail or Outlook.com



A Bayesian filtering

* Statistical technique

— analyzes email content

— calculates probability that a message is spam or legitimate
* Trained

— known spam and “ham” (legitimate) emails

— builds database of characteristics
* When a new email arrives

— filter checks the presence and frequency of the characteristics
— computes likelihood the message is spam
— classifies email accordingly

https:/ /paulgraham.com/spam.html
https:/ /www.perplexity.ai/search/what-is-bayesian-filtering-

in-mGXjEI3iSWC6Zge81hpaVA



Is blocking spam worth the effort?

* Maybe...

* Blunt instrument blocking
— based on sender’s email address, subject line, etc.

* Probably not
— spammers mix up their emails too much
— unlikely new spam “from” same sender, same subject, etc.

* Bayesian filtering more likely to help
* Major email providers have sophisticated spam filtering

Gmail’s defenses stop more than 99.9% of spam, phishing and malware from

reaching inboxes and block nearly 15 billion unwanted emails every day.
https://blog.google/products/gmail/gmail-security-authentication-spam-protection/




* Reply to a spammer
— reply address likely to be spoofed

- spammers don’t want to be identified &
have their email address cancelled

* Use links in spam to unsubscribe

— that tells the spammer two things
- your email address is valid

- you actually read their spam

— both of which could lead to more spam







The Holy Grail

of File Finding



We All Have This Problem..

Every Computer has Files

Every User wants to find their files
Windows Search should be Easy... Right?
Spoiler Alert: It's not!




The Harsh Truth About:
Windows File Search

It takes forever to find anything

It sometimes misses files you KNOW exist
Uses Tons of System Resources!
Makes you Question your own Sanity!




Sure, you could Optimize Windows Search

omplex Configuration Screens
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dvanced Indexing Options
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Optimizing Windows Search

| tried it once.

My Computer didn’t speak to me for a Week!




And so, | began

MY EPIC SEARCH
FOR A BETTER

SEARCH SOLUTION!




| searched the entire World Wide Web

| looked for:
The Holy Grail of Computer Searches




| found it on Page 7 of our own,
October 2011 OPCUG Newsletter
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Volume 28, Number 8

OPCUG Free Software Guide—Part 25

OTTAWA

LI PCN

Wondershare LiveB

While WinPE (the “PE

S S
' t often pays 10 watch the message

EWS

ODUCT REVIEW
OOt 20 1 2 by Chris Taylor

» stands for “pre

October 2011

J rou can
dows System Restore (where you c

Page 7

programs. The software mentioned has not been re-
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C“':IT';]‘I

viewed (except where noted) nor have any tests neces-

]'\DF-IH r‘nﬂf‘llf‘fﬂ[‘l pnl‘l(‘ﬂﬂllﬂﬁ"l‘! nn rmarantaac ara nrnc

Compiled by Alan German,
Dunc Petrie and

Brice Wightman
Luxand Blink!

Logging into Windows has never been easier! Simply look

into your webcam and you’ll be logged into your account in
f"\ﬂ l\llﬂl’ n‘r an Aavus DIII‘I!" nrr'!nln\lo ':I{'l I")nf‘ﬂf‘ "‘ ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ "In“



Page 7

. C led by Alan G !

OPCUG Free Software Guide—Part 25 5orieq 2 e Geman
_ _ Brice Wightman
Thls guide‘ feature.s an z‘nmotatec_i list of free computer Luxand Blink!

programs. The software mentioned has not been re

Logging into Windows has never been casier! Simply look
viewed (except where noted) nor have any tests neces- into your webcam and you’ll be logged into your account in
avilis haan aanduatad Mancasnantl an miorantase ara nen tha hlinl Af an ava Rlinl! amalave aduansad fana vanannitian
E thing

' i i 111 can search disks using logi-
e fg: é?ie:ﬁggétg}%%osu— the asterisk and quest10n
- ?{pef[‘al?e rogram will locate files and folders by name }lln—
rsrtlzrrltly Wlfh some minor configuration it can even searc
across an entire home network
Current Release: Version 1.2.1.371
Web Site: http://WwW. voidtools.com/

O|7MA(' I'ne Best Freeware

‘t;p

ed awnd Rated

Volume 28, Number 8



Meet: Everything Size Doesn't Matter

When You're This Good

Jo

Current Version: 1.4.1.1028
Tiny Size: 1.5MB program
Skills: Instant File Finding

N
X
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Created by: David Carpenter (Australia)

Discovered by: Three Visionaries
Alan German, Duncan Petrie & Bryce Whitman



How Everything
achieves
The Impossible!

Reads Master File Table Directly
Indexes only file names, not content
Real-time updates

Uses virtually zero resources



am Windows Everything

Search p

Takes Forever Results in under 1 second
Misses some files Finds EVERY file
Eats system resources Practically invisible to system

Makes you cry Makes you happy




£ Everything
File Edit View Search Bookmarks Tools Help



,OEverything
File Edit View Search Bookmarks Tools Help

How do I search for a file or
folder?

Just type the partial file or
folder name into the search edit,
the results will appear instantly.



Try using Asterisks *
Fancy Searches as a Wildcard

*.Jpg or *.png etc. to find your photos
*.pdf — to find your PDFs
Holiday™ - find your holiday files
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Just type and watch the Magic Happen!



Everything appeals to Experts

dm:today - Files modified today
@ size:>100mb - Large files

dm:thisweek - Recent files



Take It With You [

« Small enough to run from a Tiny Thumb Drive!
* No install needed

» Perfect for Service Calls or Diagnostics on PCs and
Laptops




Once, you get the program Open
Right-click on your taskbar icon p
Select "Pin to your taskbar®

Now, it's always there when you need it.

Task Bar

\

Because finding a Search Tool
Shouldn’t Require... Searching!

_C‘vlﬂvrlu:'@'iév




* Alan German, Duncan Petrie & Bryce Wightman

* OPCUG Newsletter contributors since at least 2011
(and well before)

* Visionaries who recognized tomorrow's tools, today
* Helping make our club legendary for over 40 years

Ucers helping users
for over 40 years



voidtools.com

Everything
Visit: voidtools.com
Completely Free
donations are accepted
Instant Results, No Ads

Download Everything 1.4.1.1028

Download Installer @ad Installer 64-bit

Download Portable Zip Download Portable Zip 64-bit

Download Lite Installer Download Lite Installer 64-bit

Q4



\Q recap

e Windows 10 end-of-life October 14, 2025

— after which no more security updates

* Consumer Extended Security Updates available
— extends security updates for an extra year (October 13, 2026)
— three options (two of which are no-dollar cost)
- US$30
- configure Windows to back up settings to OneDrive (cloud)
- note: you don’t have to back up files to OneDrive
- “spend” 1,000 Microsoft Rewards Points
* Extra info from Q&A & September meeting
— https:/ /opcug.ca/qa_recordings/20250716_PowerPoint.pdf
— https:/ /opcug.ca/qa_recordings/20250723_PowerPoint.pdf
— https:/ /opcug.ca/presentations/2025-09-Windows10EOL.pdt



N recap

* On Windows 10 version 22H?2
— Settings > System > About > Windows Specifications

* Have latest updates installed
— Settings > Update & Security > Windows Update > Check for
updates
* Microsoft Account used to sign into computer must be
an Administrator
— Settings > Accounts > Your info > look tor Administrator under
your profile pic
— if signed in using a Local Account, you will be prompted to
provide credentials for a Microsoft Account during process



Backing up settings to
OneDrive

UPDATE

F

< Settings

To use option of backing up settings

Chris Taylor * must be using a Microsoft Account
chris.taylor@opcug.ca * check for My Microsoft Account in Settings

My Microsoft account

£ < Settings = [m} X

& Ho;e Windows backup

; y Privacy dashboard
! kattmg | Remember my apps Privacy statement

' Accounts I Get quick access to apps on Windows device

@D on

| Settings > Accounts > Windows Backup
esstoic remembermy prefere”“] | + toggle on Remember my preferences

Quickly access your preferences acr@lss Microsoft experiences

Q,  Sigh-in options Fixing OneDrive sync problems
@ ) off
B3 Accliss work or scho T o
yncing work? @ Get help
A Fa othgFusers é Accessibility D & Give feedback

® On

Z  Windows backup

Accounts, WiFi networks and passwords

‘Ensure at least one option enabled

® On

Personalisation E
® On

Language preferences and dictionary

® On

Other Windows settings

® On

\, J




UPDATE

.

| Enrolling in ESU

“ Settings > Upc_iateg Security -

< Settings 4 S
‘ Don’t see option Enroll now?
@ Home Windows Update
* check back later
Find a setting You're up to date
Last checked: Today, 10:36 AM
Update & Security
Check for updates
I S Windows Update Enroll in Extended Security Updates x

View optional updates |
1 Delivery Optimization l

Windows 10 support ends in October 2025
(1] A =
v Windows Security Enroll in Extended Security Updates to help keep your device secure.
T Files backup Learn about the end of support

TS
Enroll in Extended Security Updates to
stay protected

Support for Windows 10 ends on October 14, 2025

Without security updates and technical support, your PC will be vulnerable to

attacks and malware.
et Extended Security Updates to keep your Windows 10 device safer

Enroll to rece™ security updates after support ends. That way you have
mere time te decide on your R

Maybe later ‘ Next |




UPDATE

2 more clicks & you're enrolled

F

Enroll in Extended Security Updates

You're eligible to enroll in Extended
Security Updates at no extra cost

As you've slready backed up your Windows settings, you're eligible to enroll in
Extended Security Updates at no extra cost.

PC it is already backing up Windows settings

* one of two ways to get ESU for free

Click Enroll

Extended Security Updates T
Walid untif October 13, 2026
By selecting Enroll, you agree to the Extended Secunty Update TOU and Privacy
Aasment Enroll in Extended Security Updates bt
Go back | Enroll ‘

You're enrolled in Extended Security
Updates through October 13, 2026

This PC signed in with lynda.buske@gmail.com is enrolled to receive Extended Security
Updates. Stay up to date by viewing your device's enrollment status in Settings.
Suggested

Make sure your PC is fully backed up
(]

You've already backed up apps, settings, and credentials. Protect your files by >
backing up your folders to the cloud




Verification of enrollment

2 Hone Windows Update Windows Update page indicates enrolled

Find a setting B You're up to date
Last checked: Today, 10:36 AM [Your PC is enrolled to get ]

Update & Security Extended Security Updates.

ek e st Learn more about Extended

<3 Windows Update Security Updates
View optional updates

M Delivery Optimization

< Setti g | X
Get the latest updates as soon ~ e
¢ Windows Security Heiamang i et o get e biet e S i Windows Update
fixes, and improvemeants as thay rol
E Eilac harkiim v Danice nindates far 7 dave Find a SE'tt-lﬁg YOUIFE up to date
Last checked: Today, 10:36 AM

Update & Security
Check for updates

I > Windows Update
View optional updates

M Delivery Optimization
Get the latest updates as soon as they're available
~ Be among the first to get the latest non-security updates, @ o

Wi ity
indows Securi :
i fixes, and improvements as they roll out. Learn more

T Files backup @ Pause updates for 7 days
Wisit Advanced options to change the pause period
22 Troubleshoot )
(L_:'-‘@ Change active hours
Currently 8:90 AM to 2:00 AM
4 Recovery
@ View update history
@ Activation See updates installed on your device

Advanced options

M Find my device al _
Additional update controls and settings

G

If in narrow view, enrolled indication below

&= Windows Insider Progra

Your PC is enrolled to get Extended Security Updates.

Learn more about Extended Security Updates




N
* Once enrolled in Consumer Extended Security Updates

* No requirement to continue backing up settings
— feel free to turn that otf

* If you switched your Local Account to a Microsoft
Account to enroll in ESU
— no requirement for it to remain a Microsoft Account

— to change Microsoft Account to Local Account
- Settings > Accounts > Your Info > Sign in with a local account instead



7 reasons you could lose your
Google Account forever

YouTubeTech

* Losing access to Gmail can mean

— losing years of email, contacts,
& memories

* Most recovery failures caused by
simple mistakes
— outdated recovery info
— weak/reused passwords
— ignored warnings
— not enabling two-factor authentication
— and more

* Avoid the mistakes & never risk losing your account

https:/ /www.youtube.com/watch?v=v7vDTTpTDoU




N\,
* All Windows 10 computers I have access to
— already backing up settings
— so computers were enrolled automatically using that option
* If you prefer another option to enroll in ESU

— “spending” 1,000 Microsoft Rewards points
— US$30

* See Setting Up Windows 10 ESUs - For Free!
- https:/ /www.youtube.com/watch?v=ERDjeKN1_Es



Any other:
Questions

Comments
Shares?




Fun with Fonts - The Art and Science of Typography
Chris Taylor
Nepean Centrepointe, Saturday October 4, 2025 at 2:00pm

Quick PC Tips: Enhancing capabilities and

performance with free tools

Chris Taylor
Richmond. Monday Oct 6, 2025 at 6:00pm

Armchair Travel - Beautiful British Columbia
Lynda Buske
Alta Vista, Thursday Oct 9, 2025 at 6:00pm

https://booking.biblioottawalibrary.ca/en/program?text=pc+users



October Meeting Oi——j)ﬁ

UWWW

Wi-Fi Extenders, Wi-Fi Routers
and Wi-Fi Mesh

Francis Chao
Tucson Computer Society

October 8, 2025 & A‘

7:30 pm A
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W\@@’V W) Next Q&A
M
L\N\()V\ Oct 15th

Send your questions,
answers, and topics
you wish to share to:

SuggestionBox@opcug.ca



