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Lost Windows Password



YouTubeTech

Microsoft and Local Account 
Password Reset

https://www.youtube.com/watch?v=BEoeX6eHp3c



• Hirens Boot CD

̶ Includes software to reset the Windows password

• Rufus

̶ Create bootable USB drive for Hirens Boot

• Boot USB drive

• Check that computer’s system drive is unencrypted

     (C: Drive files and folders displayed; no lock icon)

• Run Windows Login Unlocker

• Reset password and PIN code

• Reboot into Windows

Steve Parker



• Recently I came across an article on tekRESCUE 
"How to Reset the Password on Almost Any 
Windows Computer“

• https://mytekrescue.com/how-to-reset-the-
password-on-almost-any-windows-computer/

• I have not yet had an opportunity to use this 
procedure.

Harvey Hope



• tekRESCUE is using a similar technique to the one 
shown in the Windows 7 YouTube video

     https://www.youtube.com/watch?v=RCInsJ6BLjY

• The main difference is that tekRESCUE swaps 
Utilman.exe instead of sethc.exe with the cmd.exe 
file

• One big omission on the tekRESCUE site is that 
the command line displayed for typing does not 
show the "\" separator for subfolders

• So if you type their displayed command, you'll 
get a file not found; it's possible this was 
deliberate

Steve Parker



• The reason the swap technique works is because 
Windows goes through the startup/repair looking for 
sethc.exe or Utilman.exe

• If one of these files is not found, it runs a renamed 
cmd.exe instead

• This gives you a command line to interrupt the 
process and reset your password.

• In order to work around a Microsoft Account, the 
more recent technique is necessary:

     https://www.youtube.com/watch?v=BEoeX6eHp3c





Last week Two weeks ago

Last week

This week
• Managing accounts



But first…one more thing

• Last week said if you don’t want a Microsoft Account
̶ allow first account to be a Microsoft Account

̶ then, immediately after setup
̵ create a new local account and make it an Administrator

̵ sign in using the new account for day-to-day use

̶ you can even delete the original Microsoft Account

• If you do, and your drive is encrypted using BitLocker

• Make sure you back up the BitLocker Recovery Key
̶ Windows automatically backed up the key under the 

Microsoft Account for the first account

• Any Administrator can back up BitLocker Recovery Key
̶ Control Panel > System & Security > Device Encryption > 

Back up your recovery key
̵ save to a file, print it, or save to Microsoft Account



Is system drive encrypted?

Unencrypted 
system drive

Encrypted 
system drive



Creating the first account

• When installing Windows a new account is required
̶ first account is always an Administrator

̶ first account is a Microsoft Account
̵ work-arounds may allow Local Account for first account

if you really hate Microsoft Accounts

• Why bother?
̶ only the first account is difficult to make a Local Account

̵ subsequent Local Accounts are easy to create

̶ you don’t have to use the first account
̵ except to create a new Local Administrator Account

̵ and use it to delete the first account!

̵ …again, if you really hate Microsoft Accounts

̵ is it really that bad to have a Microsoft account

- that is an administrator?

- that can be used in an emergency?



Creating more accounts

• After Windows setup completes

• Can create additional accounts
̶ Microsoft Account

̶ Local Account

̶ each of which can be Administrator or Standard User

• Manage all accounts
̶ enable/disable/delete accounts

̶ change passwords

̶ change display names

̶ change profile pictures

̶ converting between Administrator & Standard User

̶ converting between Local Account & Microsoft Account



Settings > Accounts > Other users

Creating a Microsoft Account

Add account

Enter email address



Creating a Microsoft Account

If email address isn’t 
a Microsoft Account

After entering code
• email address is a Microsoft Account
• Microsoft Account created in Windows

Re-enter email address
• or click Get a new email address if 

you want an Outlook.com mailbox
• which is a Microsoft Account

Code sent to email address
Will be asked for 
• password

• make it unique
• name
• birth date



Creating a Local Account

Add account

Settings > Accounts > Other users



Creating a Local Account

Local Account name

Password

For resetting forgotten 
password
• real answers + something extra

or
• nonsense answers & record 

answers in password manager



Managing existing accounts

• Settings > Accounts

Specifies for
• Local Accounts
• Administrators

Signed-in user

If not specified
• Microsoft Account
• Standard User

Local Account, Standard User

Local Account, Administrator

Microsoft Account, Administrator

Microsoft Account, Standard User



Changing to Administrator
New Microsoft Accounts & Local Accounts
• created as Standard User

To change to an Administrator



Changing your own password

• If a Local Account

̶ press Ctrl+Alt+Del and choose Change a password

• If a Microsoft Account

̶ browse to https://account.microsoft.com > sign-in > Security 
> Change my password



• Expand Local Users and Groups
• Click Users

Changing password for other 
Local Accounts

Right-click user

Click Set password

Right-click Start
• click Computer Management



Changing password for other 
Microsoft Accounts

• You can’t

• Only the person signed in at

̶ https://account.microsoft.com

can change the password



Enabling/disabling accounts

Right-click Start
• click Computer Management

• Expand Local Users and Groups
• Click Users

Right-click user

Click Properties

Click Account is disabled



Deleting accounts

• Only Administrators can delete accounts

• Three options

1. delete account and all files in user’s profile folder

2. delete account and retain copies of all files in six folders in 
their profile

̵ Desktop, Documents, Favorites, Music, Pictures, Videos

3. retain copies of any/all files and folders in their profile

̵ including in folders they have created outside six folders above

̵ then delete account

• Deleting accounts does not delete files created outside 
their profile folder

̶ such as C:\utilities, D:\Data, etc.



Delete account and all files in 
user’s profile folder

Settings > Accounts > Other users

Wrong!
• only files under their 

profile folder deleted



Delete account
   retain copies of all files in
   standard folders in profile

Control Panel > User Accounts > User Accounts > Manage another account

Folder is actually called
• <computername>\SamSpade



Retain copies of any/all files 
and folders in their profile

Copy all files before deleting account using File Explorer
• This PC > C: > Users

Double-click profile folder 
for account to be deleted

After saving copies of files
• delete account—either previous method



Changing your display name

• If a Local Account
̶ click Start and type Control Panel and hit enter

̵ User Accounts > Change your account name

̵ or (if in View by: Category)

̵ User Accounts > User Accounts > Change your account name

̶ enter new display name > click Change Name

̶ sign out and sign back in to see the change

• If a Microsoft Account
̶ browse to https://account.microsoft.com and sign in

̶ click Your info at the top (or left)

̶ click Edit name

̶ enter new first and last name and complete CAPTCHA

̶ click Save



Changing your profile picture

Take a photo with 
your webcam

Chose an 
existing photo

Works for both
• Local & Microsoft Accounts

Settings > Accounts > Your info



Changing between Microsoft 
Account and Local Account

• Sign in using the account you want to swap between 
Microsoft Account and Local Account

• Settings > Accounts > Your info

Local Account
Microsoft Account



…and I think that’s 
everything I know about 
accounts in Windows

Part 1—Standard User vs. Administrator
• https://opcug.ca/qa_recordings/20250813_PowerPoint.pdf
• https://opcug.ca/qa_recordings/20250820_Audio.mp3

Part 2—Local Account vs. Microsoft Account
• https://opcug.ca/qa_recordings/20250820_PowerPoint.pdf
• https://opcug.ca/qa_recordings/20250820_Audio.mp3

Part 3—Managing accounts
• https://opcug.ca/qa_recordings/20250827_PowerPoint.pdf
• https://opcug.ca/qa_recordings/20250827_Audio.mp3



Share Reward Points, 
What Reward Points?

• Didn’t know that you had accumulated Microsoft 
Reward Points?

• Check out: https://rewards.bing.com 

• I used the link and found that I had 2,241 points.

• However, I only have Windows 11 computers and 
no need to use 1000 points for the ESU programme

• So, I have donated all those points to the Canadian 
Cancer Society!

Harvey Hope



A good thing twice over!

• Summary of Changes to the Microsoft Services 
Agreement – September 30, 2025

• The “Restrictions & Limitations on Points” section, 
under “Microsoft Rewards” section, was modified to 
reflect that unredeemed points expire if no points are 
earned or redeemed for 12 consecutive months.

• The “Cancelling Your Rewards Account” section, 
under “Microsoft Rewards” section, was modified to 
reflect that a Rewards account may be cancelled if 
not logged into for 12 consecutive months.



Android Viruses and PUP’s

• I have an older Android tablet that seems to 
have unwanted applications and viruses on it

• What software can I use to clean it up?

• How do I use it?

Bob Walker



Sophos Intercept X

• Anti-virus scanner

• Recommended by no less 
     a personage than Chris
     Taylor for Android
     smartphones!

•  So, why not for 
     Android tablets?





Unwanted Apps

• There likely isn’t an app that 
can find unwanted apps

• How would it know what 
you don’t want?

• But you can look for them 
using:

  

           Settings > Apps
 

• Scroll through the list and 
uninstall or disable any apps 
you don’t want



Disable

A system app 
(Samsung) so 
it can’t be 
uninstalled

Disable it 
instead



Perplexity AI



If all else fails...

• Reset to factory-fresh!

• What’s the level of certainty that the device 
has been compromised?

• How much customization has been done?

• It may be worth simply 
    wiping it and starting over!

Chris Taylor



Microsoft 800 Support

• I found two working phone numbers for Microsoft 
Support - (877) 696-7786 and (800) 642-7676

• I was unsuccessful in connecting with a person 
using either number

• Have you been able to speak to a Microsoft 
employee and get technical assistance with 
Windows, Office, or any other Microsoft product?

Jerry Kirschner



Source for 800 numbers

• The website gethuman lists a plethora of numbers for 
Microsoft support

https://gethuman.com/

• I have not tried to verify any of the listed numbers

• Similar to Stewart's observation ... and do be careful, 
you're probably dialing a malicious help line

• The only contact I'm familiar with is:

 https://support.microsoft.com/home/contact

Stewart Bruce

Harvey Hope



• In the past I was able to speak to someone 
using the 7676 number

• But it's probably been about 5 or 6 years...

Jeff Dubois



Share Moving from Windows 10
to Windows 11

• A friend purchased a new HP laptop

• She asked me to:

— set up Windows 11

— transfer her data files (Documents, Pictures)

— set up Thunderbird (E-mail client)

— set up the file-backup system (FreeFileSync)

  There were a few surprises... 



How do I switch this thing on?!



How do I switch this thing on?!













Any other:

   Questions

   Comments

   Shares?



https://opcug.ca/google-groups-how-to/

Member Only!



One-on-One Remote Assistance

• The details of our One-on-
one remote assistance 
programme are posted at:

  

https://opcug.ca/one-on-one-
remote-assistance/

  

• If you need help on any 
computer-related issue, send 
a request for assistance to:

  

      1on1request@opcug.ca

*

* https://opcug.ca/join-or-renew/



One-on-One
Remote Assistance

• Do you have detailed knowledge of a computer 
program or operating system?

• Are you willing to share your expertise 
     with other club members who have 
      a specific problem?
• We are looking for volunteers to join 

our “expert” panel who will provide 
remote assistance (e.g. Microsoft 

     Quick Assist/Zoom)
• You can volunteer by simply sending
      a message to: SuggestionBox@opcug.ca



Send your questions,

answers, and topics 

you wish to share to:

SuggestionBox@opcug.ca
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