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Collecting Reward Points

• Last week, Chris noted that one option to 
obtain extended support for Windows 10 was 
to redeem 1000 Microsoft Reward Points

• Check your points total at:

https://rewards.bing.com/

• I had 804 points in my account (presumably 
as a result of searching for images with Bing)

• How was I to obtain more points and have the 
1000 points required to enroll in the ESU 
program?









But, not so fast...

1. Download and install
the app

2. Sign into the app with
your Microsoft account

3. Complete two searches
within 14 days using
the app

4. The 500 points will be
automatically added
to your account









YouTubeTech

Setting Up Windows 10 ESUs -
For Free!

https://www.youtube.com/watch?v=ERDjeKN1_Es



• Enrolled in Windows Insider programme

• Option to enroll in the ESU programme

• Requires Microsoft/Administrator account

• Enrolled using the share-settings option

• Then, disabled Windows Backup settings

• Still shows as enrolled for ESU

• ESU is tied to Microsoft account

• Logged in using local account

• Still shows as enrolled for ESU

• ESU Wizard will be available for most users 
in mid-August 



Share
Managing backups with 
EaseUS Todo Backup

• Alan’s 4-part series on disk imaging

̶ shows how to use EaseUS Todo Backup

• Focussed on interactive use of program

• Consider scheduling

• Benefits:

̶ set it, test it, and forget it (almost)

̶ automatic clean-up of old backup files

• In my example

̶ unattended backups every day at 1:15 AM

̶ incremental backups to save space

̶ keep at least 1 month of backups

̶ auto-delete older backup sets to free space on backup drive



Share

Click

Choose Disk

Choose disks/partitions to back up
• can choose just specific partitions

Click to choose where to store backup files

• best: just choose 
entire disk(s)



Share

Choose Local Drive

Choose location on 
an external drive to 
store backup files

Choose Options for
• scheduling
• image retention/automated cleaning



Share

Scroll down… • Enable image reserve strategy
• automated cleanup!

• I will preserve no more than…
• for my example, 1 month

• Don’t delete first image
• I don’t use this: wastes space

• Reserve image via image merging method
• I don’t use this: takes time &

removes ability to recover from individual days

Parameters
• time to run
• interval: for multiple backups

per day
• Backup method: Incremental
• Create a full backup every x backups:

• I don’t use this
(another option more powerful)

• Wake computer
• use if you let computer sleep

• works only with sleep,
not hibernation

• Run missed…
• in case computer turned off 

when backup scheduled to run

On Scheme tab
• choose when to back up



Share How it works: summary

• Backup runs every day at 1:15 AM

• First time

̶ no full backup exists

̵ Todo Backup runs a full backup

• Subsequent days

̶ incremental backup

̵ runs very quickly (minutes for incrementals, hours for full)

̵ much smaller backup files (GBs rather than hundreds of GBs)

• Image retention

̶ will always have at least one month’s worth of backups



Share Image retention example

• First run: full backup August 1st

• Each day in August: incremental backups
• Full backup created September 1st

̶ August backups kept:
̵ I said I wanted 1 month preserved

• Each day in September: incremental backups
• Full backup created October 1st

• As soon as October 1st full backup successfully created
̶ August 1st full backup and all incrementals based on it are deleted
̶ leaves September backup set (Sept 1st full and Sept incrementals)

• Repeat cycle
• What I do manually

̶ when a new full backup is created, I move previous backup set
(full and incrementals) to a different location for safekeeping

̶ allows me to preserve backups for almost a year



Share Image retention

October

Disk0_20251001_Full_v1.pbd  2025-10-01 03:31 AM 1,512,321,762,632

Filename                    Date        Time      Size   

August

Disk0_20250801_Full_v1.pbd  2025-08-01 03:16 AM 1,357,118,296,064

Disk0_20250802_Inc_v1.pbd   2025-08-02 01:20 AM     18,032,709,632

Disk0_20250803_Inc_v1.pbd   2025-08-03  01:21 AM     17,999,450,112

...

Disk0_20250830_Inc_v1.pbd   2025-08-30  01:19 AM     13,380,337,664

Disk0_20250831_Inc_v1.pbd   2025-08-31 01:21 AM     17,581,494,272

September

Disk0_20250901_Full_v1.pbd  2025-09-01 03:27 AM 1,487,102,232,912

Disk0_20250902_Inc_v1.pbd   2025-09-02 01:20 AM     16,462,753,792

Disk0_20250903_Inc_v1.pbd   2025-09-03  01:20 AM     15,793,106,944

...

Disk0_20250929_Inc_v1.pbd   2025-09-29  01:19 AM     10,145,062,912

Disk0_20250930_Inc_v1.pbd   2025-09-30 01:20 AM     10,505,617,408

As soon as October 1st full backup created
• all August files automatically deleted



Share Resetting Windows

• Survey questions

2.  Back up data and recover files or reset Windows

• Settings:

Update & Security > Recovery > Reset this PC

• Options:

Keep your personal files or remove them

• Reinstall Windows

• Took about an hour on my machine
(refreshing, installing Windows, updates) 



Copied some files to Documents to check 
“personal files maintained” 



Music

Videos















Before



After





Documents, Pictures and Videos were maintained!



Share Scam email—common signs

• Unfamiliar or suspicious sender

• Misspellings in domain names

̶ such as rnicrosoft.com instead of microsoft.com

• Generic greetings or greeting with your email address

̶ Hello samspade2643

• Poor spelling and grammar

• Urgent or threatening language

• Suspicious links or attachments

• Requests for sensitive information

• Odd or irrelevant subject line



Share Email scams
- frequent topic at Q&A

• Follow-Up - Multiple E-mail Scams (Jan 24, 2024)

̶ https://opcug.ca/qa_recordings/20240124_PowerPoint.pdf

• Follow-Up - Another week... another scam (Jan 31, 2024)

̶ https://opcug.ca/qa_recordings/20240131_PowerPoint.pdf

• Fraud Watch - Deluge of scam e-Mail (Aug 24, 2024)

̶ https://opcug.ca/qa_recordings/20240828_PowerPoint.pdf

• Fraud Watch

̶ https://opcug.ca/fraud-watch/



Share Snitcher.space

• Analyzes any email and tells you if it seems likely to be 
a scam — along with analysis
̶ assigns a Trust Score

̶ tells you how it arrived at its analysis

• Forward email to scan@snitcher.space
̶ first time, you have to click once on a confirmation email

̶ then receive an email back with analysis

• All done through email—nothing to download & install

• Completely free to use

• Snitcher.space says it
̶ deletes email after scanning

̶ doesn’t sell your data

̶ https://snitcher.space/privacy



Share

Is this a scam?



Share

Summary:
• invite—sell on Alibab.com
• links to:

• set up store
• contact support
• learn about selling on Alibaba.com

• I would guess spam, not scam

Legit sender

Legit links

Possibly legit offer of 
services

Unsub & privacy links

Trust Score: 75%
• pretty high
• still considered suspicious



Share

Is this a scam?



Share

Summary:
• offer free emergency car kit

• for filling out a survey
• Problems with

• email domain
• seems too good to be true
• suspicious link

• I would guess scam

Domain mismatch
• @chevitai.it doesn’t match official 

domain @caa.aa

Suspicious link
• Flowcode.com not associated with CAA

Trust Score: 30%

Unrealistic offer



Share

Perhaps the most 
obvious scam
• even if you would never fall 

for it, maybe some would!
• or you might, when

• in a hurry
• tired
• not paying attention
• …



Share

Summary:
• claims to be from Apple
• several red flags including

• suspicious sender address
• non-Apple link

Urgency & pressure

Suspicious link
• link to update payment info not 

Apple domain

Trust Score: 10%
• Classified as Scam

Suspicious sender
• doesn’t match Apple domain

Threats & consequences



Share

• Gives hints and clues about elements frequently 
manipulated by scammers

• Exposes some hidden elements
̶ e.g. where an Update payment link actually goes

• Aggressive in labelling some legit emails as Suspicious
̶ free 3-month trial for Microsoft 365 Personal after buying a 

computer from Costco

̶ email from Google about new Gemini features

• Service is sometimes quite slow

• See https://snitcher.space/ for details:
̶ how it works

̶ scams they detect

̶ scam detection technology

̶ FAQs
Another tool in your toolkit



Is Gmail Safe?

• I have read some articles addressing different issues 
with Google, a couple of which have me concerned

• One was saying that we should quit using Gmail 
altogether

• Google is at risk because of the prevalence of AI and 
the US government removing consumer protections

• I don't remember the actual sources of information, 
but I thought they were legitimate reviews. 



Lack of Consumer Protection

• In the US, the Consumer Financial Protection Bureau 
(CFPB) has been shut down

• Concerns over weakening of regulatory oversight

• Google argues Gmail users should not expect privacy

• Google maintains broad data-sharing across its services

• All mail content is subject to automated processing for 
purposes such as ad targeting

• No right to opt out

Caveat emptor!



Gemini could be a culprit!

https://www.forbes.com/sites/zakdoffman/2025/07/14/googles-
gmail-warning-if-you-see-this-youre-being-hacked/

Google warns Gmail users to beware of “a new wave of threats” that exploit 
AI upgrades to attack users. This includes “indirect prompt injections,” 
with “hidden malicious instructions within external data sources,” visible 
to your AI tools but not to you.



• Use Gemini to summarize a received message

• The message contains a hidden prompt (prompt 
injection vulnerability)

• The text can be white-on-white (or zero-width)

• The user can’t see it but Gemini can!

• Gemini obeys the text in the hidden prompt

• Adds a phishing “warning” that
appears to come from Google Google doesn’t do this!



Old wine in new bottles

• Don’t trust Gemini summaries more than anything else

• Anyone/anything that:

̶ indicates you have a security issue that needs to be fixed

̶ indicates you or your account has been compromised

̶ uses urgent language

̶ is going to eventually require personal information

• Should be treated with a healthy dose of suspicion

• Don’t use phone numbers, links, etc.

̶ presented to you as a means of fixing a situation

• If you suspect the warning actually needs your attention

̶ contact them by another, trusted means



Share Setting up a new computer

Harvey Hope

** Disk image

On the old computer, use EaseUS Todo 

Backup to create a disk image on an 

external drive.

*Old* Dell Desktop

*New* Lenovo Desktop

On the new computer, perform the initial 

Windows setup to create a user account.

Install EaseUS Todo Backup.



** Disk image old computer

Boot the new computer using the EaseUS Todo 

Backup “recovery” USB drive.

(WinPE = Windows Preinstallation Environment)

Clone (restore) the old computer disk image on 

the external drive to the new computer’s SSD.

(This allows you to transfer all your data, including 

the operating system, to the new computer’s SSD.)

Once complete, boot the new computer and validate the Windows operation, 

examine/modify settings, computer name, etc.

If old computer is Windows 10, you now run the Windows 11 Installation Assistant.

Download: https://www.microsoft.com/en-us/software-download/windows11

Once complete ensure Windows is properly activated.

Examine and modify OEMInformation registry setting for Manufacturer, Model.
(Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\OEMInformation)

https://www.microsoft.com/en-us/software-download/windows11


Questions - and Answers!

















Any other:

Questions

Comments

Shares?



Send your questions,

answers, and topics 

you wish to share to:

SuggestionBox@opcug.ca


