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How many web sites do you use
that require a password?

Are they all good passwords?

Do you remember all of them?
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Keeping passwords safe

What makes a bad password?

[— Short
- under 12 characters

Bad passwords

Dictionary word
- attackers try every word in many dictionaries

Info about you

- pet's name

- birthplace

- email address

- zodiac symbol
- phone number

- name / nickname / partner's name

|
Pattern matching

Common words / phrases

- password, password1, passwOrd
- MyPasswordIsSecret

- LuckOfTheDraw
- LiveAndLetDie

- FranklyScarletIDon'tGiveADamn

Re-used

- qwerty - compromised one place, compromised everywhere

- 12345678

- qazwsxedc

OrcuG
Saved in b

Shared with someone else | avec In browser | BU)
- trusted today, maybe not tomorrow =

I Users belping swsens
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Keeping passwords safe

Password saved in browser

| Can someone else access them?

- if not logged into computer?
- probably not
- if logged in to computer
- that depends...
I

will display all stored passwords by default || without a primary password

- Firefox if you leave your computer unlocked and

- can set a primary password logged on, anyone can access all your online
accounts that have password saved in browser

prompts for Windows login password does anyone know your Windows password?

- Google Chrome - Opera they can access all your online accounts that

- Microsoft Edge - Brave have password saved in browser
- Internet Explorer —
> —

Wsers

What makes a good password?

Chris.Taylor@opcug.ca




Keeping passwords safe

Good passwords

Long
- at least 12 characters

Multiple words

- passphrase rather than password
- 3 or more

- not a common phrase

Unique
- not used anywhere else

But ...
- can you remember 5 ... 10 ... 50?

A solution

Chris.Taylor@opcug.ca




Keeping passwords safe

Password manager

m Encrypted database
— password vault or password safe
m Create entries for each site/service

— each entry stores
m [ogon names & passwords
m related notes, and more

m Master password opens database

Opcu@
— one password to remember Bﬁ)
— entries within the database are safe —.,
Users belping swsens
Password manager
m Many to choose from
— free and paid
m One security forum listed 75
m How to choose?
OpcuG
)
Users belping swsens
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Keeping passwords safe

KeePass Password Safe

Started in 2003

Free & open source
Good feature set

@

KeePass
Password Safe

— long history is good with security

Frequently updated (over 80 times)
Dozens of awards
Available on many operating systergcuC

— Windows, macQS, i0S, Android, Linux,M

e — Y

Usens Leljing vaens

Getting started

= | https://keepass.info [

KeePass

cl

ick Downloads |

N

Information / WwWw
® Helo
a FAQ

& Security

KeePass Password
Safe

0SI certified

This is the official website of KeePass, the free, open source, light-weight
and easy-to-use password manager.
¢ [Awards] B [RSS Feed]

& Latest News

KeePass 2.45 released [
2020-05-07 14:51. Read More » | ¥ %@ v ' v b we ) :
KeePass 2.44 released
2020-01-20 14:22. Read More »

KeePass 1.38 released
2020-01-13 15:02. Read More »

KeePass 2.43 released
2019-09-10 14:53. Read More =

[News Archive] EEE p— . 'l
Why KeePass?

Today, you have to remember many passwords. You need a password for

a lot of websites, your e-mail account, your webserver, network logins,

etc. The list is endless. Also, you should use a different password for each
account, because if you would use only one password everywhere and
someone gets this password, you would have a problem: the thief would

have access to all of your accounts.
Uaeny fielfpang vient
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Keeping passwords safe

Getting started

_l https://keepass.info [

_) Getting KeePass - Downloads

Here you can download KeePass

@

KeePass.

Password Safe

KeePass 2.45
Installer for Windows (2.45):

.D Download Now

/B Kecposs 2.45-Setup.exe

Portable (2.45)

Download Now
Keebass 2.45.p

Download the ZIP package above and unpack

Forums. o

5

staller for Windows

instafation program. You need local nstaliaion rights (use the Portabe
@ Festure Ust

version on the right, If you don't have local Installation rights).

(USB stick, ...). KeePass runs without any
won't store any settings outside the appication di

& Screenshots. ‘Supported operating systems: Windows Vista / 7/ § / 10 (each 32-bit and 64-bit), Mono (Linux, Mac OS X, BSD,

Getting KeePass
2 Downloads

KeePass 1.38
Installer for Windows (1.38):

P Download Now

B KeoPass-1.38 Setup.oxe.

Portable (1.38):

Download Now
KeePass-1.38.1ip

Download the ZIP package above ans

B} Tanations

& Plogins  Ext

ABiaytion /. wnerw. Downioad the EXE file above, run it and follow t

on
Help installation program. You need local Instaliation r (USB stick, ..). KeePass runs withox
@ ™ version on the fght, I you dont have local Instol wonit store any setings outskde
*® Securty Supported operating systems: Windows Vista / 7 / 8 / 10 (each 32-bit and 64-bit), Wine.
R £ Ao Unsure which edition (1.x or 2.x) to choose? See the Edition Comparison Table. See also the Development
Versions for P e in doubt, use KeePass 2x.
. H Support KeePass.
Android R A
. P
» iPad Contributed/Unofficial KeePass Ports 1
. @ KeePassDroid (for Android)
.
iPhone [l KeePass2Android (for Android)
B3 KeePassDX (for Android)
.
MacOS @ KeepShare (for Ancroid)
. |

Linux, etc.

KeePassium (for iPhone / iPad)
SyncPass (for iPhone / iPad)

Strongbox (for iPhone / iPad / Mac 05 X)

Saccuciiclas Boa tliad Grees

Getting started

Only
New
Open
available

N

N\

Entry Find View Tools Help
@ - ¢ - @ =
Title User Name Password  URL Notes
N
Click New
0 of 0 selected Ready. =
UTPAT BPARL AL
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Keeping passwords safe

Choose location o r— IefanView Sandbox 2020-01

[cn

Getting started

« v 4 [ > ThisPC > Documents > v B Search Documents

Organize * New folder - (7]
~v = This PC i Name Date modified Type

> 2B 3D Objects Custom Office Templates 2019-07-29 3:47 PM File fd

> [ Desktop Cyberlink 2020-05-22 2:23 PM File fq

C-)] My Data Sources 2020-0 PM
> P Music Outlook Files 2019-12-3 ile fd
> &= Pictures Snagit
> [ Videos Zoom
> & Acer (C)
> - Data (D)

00se name
3 < My Book ()

File name: [Passwords-Joe-User.kdbx v

Save as type: KeePass KDBX Files (*.kdbx) v

A Hide Folders S

WV AR, APV

Getting started

Master password is the one password that you need to open

your database and access all your other passwords

© Create Co mposite Master Key

h / Create Composite Master Key
Choose Q\ C:\Users\CTaylor\Documents\Passwords-Joe-User_kdbx
Master password

Specify the compaosite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will

be required to open the database. If you lose one source, you will not be able to open the database

anymore.

(2 master passwors. | ] J ]
Repeat password Show/hide password using asterisks
| . 68 bits 19.¢h ‘

Re-type 7 ] G
Master password Help e U

Chris.Taylor@opcug.ca



Keeping passwords safe

Getting started

© Create Composite Master Key

Choose

Master password

Q‘/. Create Composite Master Key

C:\Users\CTaylor\Documents\Passwords-Joe-User.kdbx

Specify the composite master key, which will be used to encrypt the database

A composite master key consists of one or more of the following key sources. All sources you specify wil
be required to open the database. If you lose one source, you will not be able to open the database

anymore.
l Master password: |Bluesk:eshxe?all:ng I
Estimated quality: E 68 bits

[] Show expert options

Help

19¢ch.

Good Master password

Long

Multiple words
- at least 12 characters

- 3 or more

- passphrase rather than password

- not a common phrase

Unique
- not used anywhere else

Something you can remember
- BlueSkiesAreFalling

- ParisMadeOfCheese!

- Ran*Faster*Than*Snail

- Barking-Down-Well

- Shoe.Leather.Hat

- but none of the above

Chris.Taylor@opcug.ca




Keeping passwords safe

Master password

m Remember your Master password

— if you forget
m can never open the password database!
— if you think you may forget it
= write it down
— store in secure, accessible location
m eg. a lock box

— if someone else might come across it
m store without context or misdirected con@egtg_,{J G

) ¢

Master password

® Create Composite Master Key

Q../. Create Composite MasterKey

C:\Users\CTaylor\Documents\Passwords-Joe-User.kdbx

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. If you lose one source, you will not be able to open the database
anymore.

Master password: JBlueSkiesAreFalling | )
Estimated quality: | 68 bits
[_] Show expert options: Opcu@
ey
Help Cancel 5) {)
—
U el

Chris.Taylor@opcug.ca

10



Keeping passwords safe

Avoid other tabs
- defaults are fine

Getting started

eate New Database - Step 3

»
-

Genera|[Security Compression Recycle Bin Advancedl

Database Settings
C:\Users\CTaylor\Documents\Pa-,swords-Joe-User.kdbx

[Dalabase name: |Enter a name for the database or leave it empty

Optiona

Database description:

| leave blank

Enter a short description of the database or leave it empty

\ -

—— I

Help

Default user name for new entries:

[C] Custom database color:

Cancel

UBnG 5 iy

I 9 Emergency Sheet
-

A KeePass emergency sheet contains all important information that
is required to open your database. It should be printed, filled out
and stored in a secure location, where only you and possibly a few
other people that you trust have access to.

It is recommended that you create an emergency sheet for your
database.

Do you want to print an emergency sheet now?

> Print

will print an emergency sheet, which you can then

fill out.

=> Skip

Getting started

KeePass
Emergency Sheet

Database file:
| c:sersiCTaylorDocuments\Passwords-Joe-Userkdbx |

Database
2020-07-20

You should regularly create a backup of the database file (onto an independent data storage
device). Backups are stored here:

{ x

Maybe username/password to
sign into your computer!

Master Key
The master key for this

= Master password:

l A

Instructions and General Informa

« A KeePass emergency sheet contains all important info ion that is required to open
your database. It should be printed, filled out ai it
only you and possibly a few other people that

- Ifyou lose the database il or any of the mast|_VIAStEN PASSWO rd
composition), all data stored in the database is lost. KeePass does not have any built-
in file backup fi ionality. There is no backdoor and no uni | key that can open
your database.

= The latest KeePass version can be found on the KeePass website:
https://keepass.infol.

Chris.Taylor@opcug.ca
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Keeping passwords safe

Adding entries

| or right-click — Add entry
/

| or Entry - Add entry |

‘I Click Add entry button i

ind View Tools Help
- - 2 - @ search -

User Name

Password URL Notes.

9 Internet

o ; o or Ctrl-i
% Homebanking < 1+

e
Optional categories
- can use to organize by topic .
- or just leave all at top-level -

Add/delete categories by right-clicking

| 0 of 0 selected Ready.
| iR ma M ]

Generate random password

© Add Entry

Adding entries

Q( Add Entry . | © Add enry

Croate & new entry

Enlry Advanced Propartos AutoTypo Mistory

Tae Facebook leon | 2
Usernana_oolUser @omamplo com

Password

s
E.m [= A s ol
o
Noten

Q,( Edit Entry

Yeu're ediing an existing eniry.

Ently Advances Properties Auto Type Mstary

Expros. 0200721120000 AM +] [6)

oo ST TR S =
Fa o]l o // ot =
| s = =
L Cuatty e

21-character password (upper and lower case letters) ot oo e o o

. . © Hex Key - 40-8it (budt in)

- mid-level Quality g == pe

W Random MAC Address (buit-in) 8l
FriendsAreJustTheBest is actually very good

s OIS 70O O
3 Tooks 3 Cancal

Chris.Taylor@opcug.ca



Keeping passwords safe

Length

Commonly

Password generator

© Password Generator

M= Password Generation Options
,-*_ Here you can define properties of generated passwords

Settings Advanced Preview
Profile.  (Custom)

Curent settings

(®) Generale using character set:

Length of generated password

e |

[] Uppercase (A, B.C, ..)
/ Lower-case (a,b,c, )
[ Digits (0, 1,2,

[] underiine ()

() Generate using pattern:

Also include the following characters:

[ space()

Special (1, $, %, &...)

[ Brackets {.1.4.).(.). <. %)

[] Latin-1 Supplement (A, . 1, ..)

requi red Randomly permute characters of password
() Generate using custom algorithm: 0 PCU G
(None) —
[ Show dialog for collecting user input as additional entropy 5) /)
—
o ok ][ e e
L © Edit Entry
/ Edit Entry
| Q\ You're editing an existing entry.
Random Entry Advanced Properties Auto-Type History
password Title [Facetiok

name: JoeUser@example.com

lQuaﬂy i

130 bils »

URL.

Notes:

[[] Expires: 20200725 12:00:00 AM

OMG! | never want to
remember or type that in!!!!

With KeePass you don't have to
- remember or
- manually type your password!

| will show you how later

#5 Tools

OR Tancel |

Chris.Taylor@opcug.ca
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Keeping passwords safe

Adding entries

oy s opaes e Holoy
T Facotoon wen | 2 | prefer;
o — - - - a password | might remember
- don't have to always look up my password
Chuakty. [ o= 0 bis Nen
ot
But it has to be strong;
- more than 12 characters
e e - not a dictionary word
- not a common phrase
] (e (e - not a keyboard pattern
- etc.

BL/)
//;‘_
 J cm—
Users belping swsens
A lated info
© Edit Entry
/ Edit Entry
Q\ You're editing an existing entry.
Enlry Advanced Properties Aulo-Type History
Title: Holiday Inn oou [ 2
Usorname:  JoeUser@example com
Password  eessssswseresnasar [oee]
Repeat g
Qualty. 78bits 18eh
URL hitps 9
Notes Rewards cortficate number AE35426550
|Booking: 1-800-555-0103
Fal photo trp to Oregon
|2021-09-03 - 2021-09-17
Booking raf. 761254243
Mastorcard on file
Py Opcuf
|Cancel up to 2 days before amval for no penalty it
‘I =,
[ Expires: ~2020-07-21 12.00.00 AM 118 u
/’_—~_
/ =T
st == =,
Ysers wieny

Chris.Taylor@opcug.ca
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Keeping passwords safe

Other uses

m Store any information
— phone numbers
— expiry dates for subscriptions
— confirmation codes
m Including sensitive info
— credit card

— passport Orcul
— answers to security questions

|

|

—]

Vo———

Usens Leljing vaens

Credit card

= humber YT

Q( Edit Entry

You're editing an existing entry.

m expiry date

Entry Advanced Properties Auto-Type History

. Tite MasterCard loon: | 2
m security code
Password ’T
m phone number = <
Quality: Obits 0Och.
to report lost card =
Notes: (Card: 4510-1435-2134
Expiry: 2024-10-23
t ti c g::x?};“l“;r?:—ubﬂ—ﬁ&ﬁﬂgld
u a u O m a Anal;l‘ﬂat\cpaynmm
payments e
- Photographer's Guide mag
[] Expires 2020-07-21 12.00:00 AM L]
e -

Chris.Taylor@opcug.ca




Keeping passwords safe

m number
Entry Advanced Properties Auto-Type History
.
m issue date o et oo [B
User name:
] eXpiry date Password: 7}‘
Repeat <
M M Quality: 0bits Och
m city of issue '
. Notes: Passport number: Al2433567
m travel advisory L s
M Travel advisonies: hitps iitravel gc caltraveling/advisones
T -300-555-
site Mot b o S Lo 1
[ Expires:  2020-07-2112:00.00 AM -] [
5 10n o
T TF VA VI AFTVY

When traveling

m But hang on...
— KeePass is on Windows computer at home
— | need info while traveling...
m KeePassDroid
— can have KeePass database on phone
— details later...

Chris.Taylor@opcug.ca
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Keeping passwords safe

© Edit Entry

Properties Auto-Type History

Passport

Attachments
Q< Edit Entry

You're editing an existing entry.

[Passport number: Al2433567
Issued: Mississauga 2019-03-05
Expires: 2029-03-05

[Travel advisories: hitps:/travel gc caltraveling/advisories

|Travel insurace: Insurers R Us 1-800-555-3452
Lost credit card: 1-800-555-9257

2020-07-24 12:00:00 AM

© Edit Entry

Edit Entry

You're editing an existing entry.

Enty Advanced Properties Auto-Type History

String fields
Field Name Field Value Add
Edit
Delele
Move
File attachments
Attachments

Open | v

Save

o] om
Ve

Users wieny

© Edit Entry

Entiy Advanced
Stiing fields
Field Name

Attachments

75 Tools

Attachments

Q( Edit Entry

You're editing an existing entry.

Properties AutoType History

Field Value

File attachments

Size

4 Attach File(s)...
¢ Create Empty Attachment

0K

Open | v

Save

T OPL » PasswordMana. v v
Organize = New folder e
 KeePass {aT

OPCUG

J PasswordManag
@ OneDrive

 This PC
¥ 30 Objects
B Deskiop
4 Documents
¥ Downloads
D Music
&= Pictures.
1 videos
< Acer(C) v

File name: kd

Chris.Taylor@opcug.ca
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Keeping passwords safe

© Edit Entry
/ Edit Entry
Q\ N ClTe e e e ey
Enlry Advanced Properties Auto-Type History
String fields
Field Name Fiekl Value Add
Edit
Delete
Move
File attachments
Attachments Size Attach
| Passportjpg 437KB
Delete

Attachments

o ANADA
PASSEPORT
I i

CAN

el
G rameatdros
Bl N

Now you have entries in KeePass

How do you use them?

| said you don't have to
- remember or

- manually type your password!

Chris.Taylor@opcug

.Ca
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Keeping passwords safe

Using KeePass

Open KeePass

Double-click
Title of entry
to open

File Group Entry Find View Tools Help

JUE - 2US - % QEF- @ search
« Passwords-Joe-User
(af General
2 Windows
2 Network
 Inter

User Name

7 Passport

7 Homebanking
D Recycle Bin

.~ Facebook || JoeUser@example.com it

2~ Holliday nn JoeUser@example.com

Password URL Notes

https://wwwi.. Rewards certi...
bl Passport num...

Group: Passwords-Joe-User, Title: Facebook, User Name: JoeUser@example.com, Password: ********, Creation Time: 2020-07-21

8:59:38 AM, Last Modification Time: 2020-07-21 9:40:42 AM

1 of 3 selected Ready.

Using KeePass

| Click to show password i

© Edit Entry
/ Edit Entry
Q\ You're editing an existing entry.
Entry Advanced Properties Aulo-Type  History
Tite, Facobook V-3
Username:  JoeUser@example com
Password sesssrans P
Repeat asssssans &
Qualty. E 76 bits 21ch
URL
URL
Notes:
Notes
[ Expres: [2020.07:21 120000 AM -1 8
[ Expires
5m o]l oo
5 Tooks

Edit Entry

You'e eding an existing enty.

Can
- copy to clipboard
- paste at web site

[ 760 nen

20200721 120000 AM ] [

o ] oo

7 Ly

Users belping swsens

Chris.Taylor@opcug.ca
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Keeping passwords safe

Double-clicks

| Copy user name to clipboard

s-Joe-Userkdbx* - Ke

File

Group

Jod<L- a8

Entry Find View Tools

& Q9 &- @ searc

i Passwords-Joe-User Title o
b General . Facebook
# Windows

2 Network
9 Internet
=) eMail

Copy password to clipboard
* actual password copied, not dots

# Passport

Open browser to URL

Hint: Anything copied...

JoeUser@esMmple.com

# Holliday Inn JoeUser@example.coy

URL Notes

[t e )

can be pasted
8:59:38 AM, Last Modification Time: 2020-07-21 9:40:42 AM

[Group: Passwords-Joe-User, Title: Facebook, User Name: JoeUser@exar

”1. Copy notes to clipboard |2

- user name
- password 1 of 3 selected Ready. — |
ltems copied to clipboard for 12 seconds * 5),—])
* customizable in Tools | Options | Security e
Users belping wiens

Signing into a web site

File Group Entry Find View Tools Help
Ja g€~ QA E Search... -
Passwords-Joe-User kdbx Passwords-Joe-User kdbx
«) Passwords-Joe-User || Title User Name Password  URL
faf General [ Demo paste... 123456789
# Windows PFacebook  JoeUser@example.com
? Network # Holiday Inn JoeUser@example.com https://www.ihg.com/holid.
% Internet /2 MasterCard
= eMail # Passport
9 Homebanking £ Vi ctaylor.ci com) AREtEEE hitps virustotal.com...
B Recycle Bin /’”’W
0 of 6 selected Ready. /

~

Double-click URL to open browser to sign in page
- or browse to site by yourself...

Chris.Taylor@opcug.ca
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Keeping passwords safe

Signing into a web site

&« C O @& virustotal.com/guif.. ¥ C’n ¥ > » c :

5 Apps @ OPCUG Search @ TinyURL! Y Bookmarks » Other bookmarks
= > VIRUSTOTAL Q 8
Sign In

Signing into a web site

@ Passwords-Joe-Userkdbx - KeePass

< cC O @ virustotalcom/gui/.. | File Group Entry Find View Tools Help
d@ g - @ -« Q& @) search z (%}
oA OPCUG Searct TinyURL! B
iAo @ A b * Passwords-Joe-User kdbx Passwords-Joe-User kdbx
— Z VIRUST ok Passwords-Joe-User | Title User Name Password  URL
— us ) General |/~ Demo paste... 123456789
 windows 2 Facebook JoeU | .
? Network 2 Holiday Inn  JoeUser@example.com https://www.ihg com/holid
Sign In @ intemet > MasterCard
= oM £ Pisssion
%6 Homebanking LV o com T https:/fwww.virustotal.com.
D Recycle Bin
0 of 6 selected Ready.

Chris.Taylor@opcug.ca




Keeping passwords safe

Signing into a web site

r 3] VirusTotal

< c

i Apps @ OPCUG Search TinyURL! ¥ B

[a] @ virustotalcom/gui/.. | Ffile Group Entry Find View Tools Help

@ | - - -« Q& - (@] search
Passwords-Joe-Userkdbx Passwords-Joe-User kdbx

- «) Passwords-Joe-User | Title User Name
= > VIRUST™  cerera -
—. ¥ General |+~ Demo paste... 123456789
4 Windows £ Facebook JoeU I
? Network 2 Holiday Inn  JoeUser@example.com
Sign In @ intemet > MasterCard
= eMail

# Passport
@% Homebanking

# VirusTotal ctaylor.ca@outlook.com
D Recycle Bin

Password URL

hitps://www.ihg.com/holid

e

https://www.virustotal.com..

0 of 6 selected Ready.

Double-click User Name C]

g =y to copy it to clipboard
(o) T

XF

or
Click in the Email address field and press

Right-click Email address field and choose Paste

Ctrl-v

&« C 0 @ virustotal.com/gui/.. 3 File Group Entry Find View Tools Help
1 8 P & ?
= 8. @ - E- arch,.. =
i Apps @ OPCUGSearch @ TiyURL % Bo & &/ B S - (@) search @
Passwords-Joe-User kdbx Passwords-Joe-User kdbx
p— «h Passwords-Joe-User | Title User Name Password  URL
- > VIRUST , A
— & General +~ Demo paste.. 123456789 JER
2 Windows # Facebook JoeUser@example.com  *****ss
. £ Network #Holiday Inn  JoeUser@example.com ********  https://www.ihg.com/holid...
S|gn In & Internet £ MasterCard -
=) eMail /7 Passport P
¥ Homebanking PViusTotal  ctaylor.ca@outlook.com ********  https://www.virustotal.com.
D Recycle Bin
0 of 6 selected Reardy‘

Chris.Taylor@opcug.ca
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Keeping passwords safe

Signing into a web site

& C (0 @ virustotalcom/gui/.. § File Group Entry Find View Tools Help
3DE FL - 8@ -0 5 F- (@] seorch - Q
3 Apy OPCUG Search TinyURL! B
P @ saech; @) Ty * B Passwords-Joe-User kdbx Passwords-Joe-User kdbx
— Z VIRUST < Passwords-Joe-User  Title User Name Password  URL
— USTH & General / Demo paste... 123456789
# Windows £ Facebook JoeU | TP
J Network F# Holiday Inn  JoeUser@examplecom  ** https://www.ihg.com/holid...
Sign In @ Internet MasterCard
£ eMail # Passport
9% HDmebar?kmg # VirusTotal ctaylor.ca@outlook.com https://www.virustotal.com..
ctaylor.ca@outlook.com D Recycle Bin
0 of 6 selected Ready.

Double-click Password

to copy it to clipboard 7
\ 5-___/
—
i 1P/—-——_\—’l>’°
Ysers wiens
Signing int b sit
r > virusTotal x l-
<« C O @ virustotalcom/gui/.. 1 File Group Entry Find View Tools Help
3 Apps @ OPCUGSearch @ TinyURLL % Bo -2 | - @ -« Q, - |[@|Search... . )
Passwords-Joe-User kdbx Passwords-Joe-User kdbx
pa— ¥ Passwords-Joe-User | Title User Name Password  URL
= Z] VIRUST & General #* Demo paste... 123456789
2 Windows # Facebook JoeUser@example.com  ****##2%
. £ Network #Holiday Inn  JoeUser@example.com ********  https://www.ihg.com/holid...
S|gn In % Internet £ MasterCard P
'j eMail A /7 Passport P
wl PVisTotal  ctaylor.ca@outlook.com ********  https://www.virustotal.com...
ctaylor.ca@outlook.com B Recycle Bin
0 of 6 selected B R?",dy‘ - - - -
—— . U Opcu(
Right-click Password field and choose Paste ——
or 5)
Click in the Password field and press Ctrl-v
o 1/,_:__/"%
| Users belping swsens

Chris.Taylor@opcug.ca
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Keeping passwords safe

Signing into a web site
"F

r 37 VirusTotal

<« cC o

@ virustotal.com/gui/.. 3 File Group Entry Find View Tools Help
|8 - Q& a -
i1 Apps @ OPCUG Search @ TiyURL % Bo 9 &/ B WS 2, &~ (@] search... Q
Passwords-Joe-User kdbx Passwords-Joe-User kdbx

- Z VIRUST ¥ Passwords-Joe-User T:'tle User Name Password  URL
—_— ) General # Demo paste... 123456789 il
# Windows # Facebook JoeUser@example.com  ****##2%
. 2 Network #“Holiday Inn  JoeUser@example.com ~ ****s*s+ https://www.ihg.com/holid...
Slgn In % Internet / MasterCard bl
=) eMail /7 Passport P
% Homebanking FVirusTotal  ctaylor.ca@outlook.com ********  https://www.virustotal.com...

ctaylor.ca@outlook.com B Recycle Bin

[

0 of 6 selected

Signing into a web site

> VIRUSTOTAL

FLE SEARCH

Chris.Taylor@opcug.ca
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Auto-type

Auto-type

KeePass optional feature

- pass username and password to
web site in one operation

Defaults often work

- test
- if it doesn't work ... customize!

Chris.Taylor@opcug.ca
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Auto-Type testing

Intelligence  Hunting  Graph APl

l 3] VirusTotal X

<« C (0 [ @ https//www.virustotal.com/gui/sign-in

B Apps @ OPCUGSearch @ TinyURL! Bookmarks )7 Otta

VIRUSTOTAL

X
3] VirusTotal .+
<« C (O @ virustotal.com/gui/home/upload * 6 HEOG Y G T 2] » c H
BT Apps @ OPCUGSearch @ TinyURL! ¢ Bookmarks )7 Ottawa Public Library (@ Chris's Pics B Chris Taylor- » Qther bookmarks

| Go to sign in page

> VIRUSTOTAL

Not a VirusTotal member? Sign up

note the URL

URL (in this example) is
s]gn In https://www.virustotal.com/gui/sign-in

it later

i

Auto-type testing

C O @& virustotal.com/guif.. ¥ C’n ¥ > » c :

i Apps @ OPCUG Search @ TinyURL! s Bookmarks » Other bookmarks

= > VIRUSTOTAL Q 8

Sign In

ctaylor.ca@outlook.com

............ |
©

Type in username/account |

| Press Tab once |

A/i Type in password |

Chris.Taylor@opcug.ca
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KeePass signs you in

¢ co 4 ‘ % tHEOG I ONaGo I »©
° * ¥ @ o B :

FILE uRL SEARCH

If so,

ﬁ— - de

success!
faults work fine

e sharing

Choose file

If not
- note exact keystrokes;
- tabs, arrow keys ...
needed to log on to the site

i

1=

Auto-type setu

e
Q( Edit Entry

You're editing an existing entry.

| Create KeePass entry for site \ Enlry Advanced Properties AutoType History
| (3 Virus Total ] [
Set User name: to account /’ sorname_icaor cagoutook con
name on site | T ) =
- ctaylor.ca@outlook.com Rigpsat:  [sessasassese €
| Quaity E_ 55 bits 12¢h
| (G hitps /www.virustotal com/gui'signn |
Set Password: to password -~ ——
for account on site
|
Set URL: to sign-in page for site
- https://www.virustotal.com/gui/sign-in
[] Expres: | 2021-03-05 12.00.00 AM O~ (J
#5 Tools : Cancel
a— N
Users belping swsens

Chris.Taylor@opcug.ca
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Auto-type in operation

File Group Entry Find View Tools Help

a2 2@ % QE- @ Seuch -

o Passwords-Joe-User | Title User Name Password  URL Notes
lf General # Demo paste... 123456789 T
) Windows

£ Network #Holiday Inn  JoeUser@example.com
2 Internet £ MasterCard aaab
D eMail 2 Passport -
b Homebanking PVirusTotal __ ctaylor.ca@outlookcom _*
D Recycle Bin

# Facebook JoeUser@example.com  *

IGro
URL: http €
Time: 20, _

10f 6 sef

I 2] virusTotal

ops @ OPCUGSearch @ TinyURL!  Jr Bookmarks )# Otta

C O (@ https//wwwyirustotal.com/ 1IN .AM, Last Modification

Double-click URL to open

hipsir. sewsnis o | DrOWSser at logon page

>1 VIRUSTOTAL

Click in field for sign in name
(if cursor not there already)

SignIn

Not a VirusTotal member? Sic~_up

File Group Entry Find

D Recycle Bin

Jad - US4 Q §- @ Search. -
o Passwords-Joe-User | Tite User Name Password URL Notes
i General # Demo paste... 123456789 Reabites
) Windows #Facebook  JoeUser@example.com ~ *****xxx
2 Network #7Holiday Inn  JoeUser@example.com ~ ******+* https://... Rewardsc..
9 Internet £ MasterCard oo, Card: 451...

# Passport o
#ViusTotal

View Tools Help

Switch back to KeePass

Passport n...

aylor.ca@outlookcom ******** https://...

Tip for easier switch
back to KeePass

- press Ctrl-Alt-K

- or set KeePass to

View | Always on Top

Group: Passwords-Joe-User, Title: VirusTotal, User Name: ctaylor.ca@oa
URL: https://www.virustotal.com/gui/sign-in, Creation Time: 2020-07-21 11:22:06 AM, Last Modification

With VirusTotal entry highlighted |

[Time: 2020-07-21 11:23:01 AM

1 of 6 selected Ready.

File Group Entry Find

Jod - 2US-

View Tools Help

€% Q F- |[@)|search.. - VirusTotal i
ot Passwords-Joe-User || Title & CopyUserName  Ctrl+B URL Notes / irusTotal line

press Ctrl-v
or...

Right-click the

1
w General / Demo pasti|] | Copy Password Ctrl+C [
8
" Windows PFacebook  URL(S) » |
b.; :'“T‘WU':‘ # Holiday InefT 5" Perform AUto-Ts TR https://.. Rewards c...
Internet 1Y) = : 451..
& e / asterCard @ AddEnty.. Ctrls1 Card: 45
& Ppassport 5 .| Choose
@ Homebanking R Edit Entry... Enter 2T I~
B Recyele Bin Edit Entry (Quick) v 1] Perform Auto-Type |Pc U
€ Duplicate Entry..  Ctr+K R
Delete Entry Del
IGroup: Passwords-Joe-User, Title: VirusTo m, Password: *****45  ~
LRI - httoe//uninw vinistatal cam/oii/sian. Select All CUl+A 5 AM 1aet X
1 of 6 selected Ready. Rearrange 3 1%__:“: :"g
Users belping swsens

Chris.Taylor@opcug.ca
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Keeping passwords safe

KeePass signs you in

E C O & vinstoulon - «cEBEO CRNN N )] *» 8
= o=
> ] VIRUSTOTAL

Opcul

©
|

Users belping swsens

Auto-type customization

m If keystrokes to sign in to site are not;
usernamef{tab}password{Enter}

m Figure out correct keystrokes to sign in
m Customize KeePass for that entry

Opcul

|

|

e — Y
U el

Chris.Taylor@opcug.ca
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© Edit Entry

Q( Edit Entry

You're editing an existing entry.
Entry Advanced Propertie
[] Enable auto-type for this entry

() Inherit default auto-type sequence from group

Edit entry in KeePass |

Click Auto-type tab |

&) ovemde defaut sequence ) —

(USERNAMEHTABHPASSWORDHENTER}

Use custom sequences for specific windows:
Target Window Sequence

© Edit Auto-Type Item

‘F Configure Keystroke Sequence

Define a default keystroke sequence.

v (Default)

() Use default keystroke sequence of the entry
(®) Use custom keystroke sequence:

—él Click Override default sequence Ii

*i Click Edit I

) «/l Define a new sequence |

tandard Fields:
(Title} {UserName} {Password) {URL) {Notes}
Modifiers:

Shift: +, Ctrl: =, Alt: %

Special Keys:

(TAB) (ENTER) {UP} {DOWN} {LEFT) {RIGHT} {HOME} {END} {PGUP} {PGDN} {INSERT}
DELETE} {SPACE

You can type in things like {TAB}

or click the ones you want in

Insert placeholder section
i G )) )J
See also https://keepass.info/help/base/autotype.html) N

KeePass advanced features

Multi-factor authentication
key file, Windows user account, Yubikey

Duplicate passwords

TAN support

Transaction Authentication Numbers

(one-time passwords)

Find | Duplicate Passwords...

History

see/restore previous versions of entries

Similar passwords
Find | Similar Passwords (Pairs)...

Plug-ins
X (over 160)
Password quality backup
Find | Password Quality... passphrase generator
import/export Opcu@
Expiring passwords =
Find | Expired / Expiring in... SU)
—
Users belpirg viens

Chris.Taylor@opcug.ca
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Synchonization between
devices

Opcul

|

|

Users belping swsens

Multiple device synching

m KeePass for other operating systems
— Windows, MacQOS, i0S, Android, Linux, ...

m If you want to
— use KeePass on multiple computers/devices
— share KeePass database across all devices

m Two choices...
Opcu(

—_—

e
Usens Leljing vaens

-

Chris.Taylor@opcug.ca
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Multiple device synching

m Manual synching
— easiest to set up

— requires manual actions each time you want

databases to match on each device

m Automatic synching
— more complex to set up (once)
— edit entries on any device

G
-changesauunnaﬂcaﬂysynchedtocﬁhergé%%%s

Users belping swsens

Manual synchronization

Opcul

|

|

B —
Users belping swsens

Chris.Taylor@opcug.ca




Keeping passwords safe

Assumptions

m The instructions here assume:

— one device is a Windows 10 computer
m KeePass already installed
m at least one entry in KeePass

— other device is an Android phone

Note: You should be able to synchronize with other devices such as 0 EE}_J G
- iPhone, iPad, etc. Waamgi
| have not tested to see what differences there are in processes Bu
Usens Leljing vaens

One-time actions
1. install KeePassDroid on phone
2. copy KeePass database to phone

3. configure KeePassDroid on phone so it
knows where to find database

Repeated actions

1. update copy of database on phon@rcuG
according to needs (step 2 above) 5L])

—

Chris.Taylor@opcug.ca

33



Keeping passwords safe

KeePassDroid

m Install KeePassDroid on the phone from
— https://play.google.com/store/apps/details?id=com.android.keepass

— don't create KeePass entries on the phone

Note: You should be able to synchronize with other devices such as 0 EE,Q G
- iPhone, iPad, etc. Wi
but | have not tested to see what differences there are in processes Bu
Usens Leljing vaens

Manual synching

m My Windows configuration
— database is in my Documents folder
— database is Passwords-Joe-User.kdbx

m Adjust to your configuration

Chris.Taylor@opcug.ca
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Copying KeePass database to phone
(slide 1 of 3)

m Make sure

— KeePass is closed on Windows computer
— KeePassDroid is closed on Android phone

m Plug phone into your Windows computer
m Run File Explorer on Windows computer
m Follow the steps on the next two slides

OpcuG

v

Copying KeePass database to phone
(slide 2 of 3)

o x
F— >
7 @
Create Smart Backup for selected file(s)
L' Open with TextPad
PowerRename
Restore previous versions
Custom Office Templ
J PasswordM, Cybertink Send to >
@ OneDrive
S This PC - k
3 30 Objects 0818 Shonnk
B Desitop 3. Choose Copy
nam
o |
T Downioad s | 314
b Music
& Pictures
B videos
& Acer (C)
« Data (D)
- My Book (53 . . . O G
e ooy 2. Right-click your KeePass database file PCU

1. Go to Documents folder
/ (or wherever you have database stored)

Chris.Taylor@opcug.ca
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Keeping passwords safe

o] <~| 5. Double-click Phone I

Copying KeePass database to phone
(slide 3 of 3)

4. Under This PC click on your phone |

P

[]
6. Double-click keepass |

> ThiaBC » Galaey AS (2017) > Phone »
= Pictes »n ouf
4 4 ‘/
s Downlosd
et ok
9
n
doid

"1 8. Right-click empty area and
choose Paste

Your KeePass database will
be copied to your phone

pppppp

7. You will see the default
database keepass or
keepass.kdbx

(you can ignore it)

One time only

m KeePassDroid on phone needs to know
name of KeePass database file

— The next three slides show what has to be
done ONLY ONCE on your phone

Chris.Taylor@opcug.ca



Keeping passwords safe

Slide 1 of 3

| 1. Open KeePassDroid on phone

TEIL " = TEPETTE
KeePassDroid ABOUT  SETTINGS KeePassDroid ABOUT SETTINGS

OPEN RECENT DATABASE (CLICK TO OPEN)

content://com.google.android
.apps.docs.storage/document
/acc%3D1%3Bdoc%3Dencoded
%3D163I1G4KmfwLwpNK2tkNOpYC
wL21h1Z0f9vi1alerqTUOBa3i0V
%2Bp9K04U3p199uajb1duFg%3D

content://com.google.android

apps.docs.storage/document
ar /acc%3D1%3Bdoc%3Dencoded
%3DVxXNVNZ5zTG%2FulVaQYekZyZZ
KYpCE34fXKJNP3Bk%2FC8ucFLTbS

JESREY 3. Tap on folder Rl

\ content://com.android.cxternalstorage
2. TaIO Phone S .documents/document/pn.mary
Back button %RAkeenass%2FTest%?FCTa dar kdhy

ENTER DATABASE FILENAME:

] show password [[] Save p: ord with biometrics

:/emulated/0/keepass/keepass.kdbx -

CREATE

2RI = .4 80% WB:38 AM

KEEPASS v o}

| 4. Tap on hamburger menu

B test I Vault

| XsL

CTaylor ne... CTaylor.kdbx
‘ 57.34 KB Jul 23 ‘ 57.93 KB Jul 30
—

Slide 2 of 3

! Images Name A
m Audio
(©  Recent B DoF
¥ DoriSads @ Download
D Galaxy A5 (2017)
Drige
& . stopher.john.taylor@g...
B Moies
| Muic
5. Tap on phone 6. Tap on keepass folder
TTROTTVVT

BB Notifications

3 Rl =4l 80% @ 8:38 AM

KEEPASS v

B keepass kdbx
Feb 17,2018 1.29K8

B Passwords-Joe-User.kdbx
Jul 23 89.73KB

7. Tap on your
KeePass database

Chris.Taylor@opcug.ca
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OPEN

Slide 3 of 3

KeePassDroid

OPEN RECENT DATABASE (CLICK TO OPEN):

content://com.google.android
.apps.docs.storage/document
/acc%3D1%3Bdoc%3Dencoded
%3D1631GAKmfwLwpNK2tkNOpYC
wL21h1Z0f9vi1alUerqTUOBa3i0V
%2Bp9K04U3p199uajb1duFg%3D

content://com.google.android
.apps.docs.storage/document
/acc%3D1%3Bdoc%3Dencoded
%3DVXNVNZ52zTG%2FulVaQY6kZyZZ
KYpCE34fXKJNP3Bk%2FC8ucFLTbS

;ga 8. Tap on OPEN RSl

content://com.? adroid.externalstorage
.documents/c ocument/primary
%3Akeenas :%2F Test%2FCTavlor kdhx
ENTER DATA,ASE FILENAME:

conter;//com.android.externalstorac Wl

CREATE

9. Make sure

is checked

Use this as my default database

? o
ontent://com.android.externalstorage...

Use this as my default database

10. Enter the password
for your KeePass database

[] show password [[] Save password with biometrics

0K

12. Verify KeePass shows
the same entries as on G
your Windows computer

— | 1. Open KeePassDroid on phone

2. Enter the password

for

your KeePass database

|3. Tap OKI——

KeePassDroid ABOUT  SETTINGS

content://com.google.android.apps.do...

Use this as my default databa

] show password [_] Save password with biometrics|

Chris.Taylor@opcug.ca
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Updating database

m When you
— change KeePass on Windows computer
— want to update database on phone

m Repeat previous slides
— Copying KeePass database to phone (slides 1 -3)

Automatic synchronization

Chris.Taylor@opcug.ca 39
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Assumptions

m Instructions assume:

— one device is a Windows 10 computer
m KeePass is installed
m at least one entry in KeePass

— other device is an Android phone

— you will use Google Drive to sync

Note: You should be able to synchronize with other devices such as 0 Ilg] G
- iPhone, iPad, etc. =
and other cloud service for syncronization ) (
but | have not tested to see what differences there are in processes 2
| Users belping wsens
y .

changed file to cloud

| Password database changed |

Google Backup & Sync copies -

(Google) Drive on phone sees
changed database
- copies file down to phone

Chris.Taylor@opcug.ca
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Overview

All one-time actions
1. Create a free Google Account
{1 u don't already have one
one should already be using a Google Account)
2. InstaII Google Drive Backup & Sync on Windows PC

Move your KeePass database to Google Drive on
Windows PC

4. Configure Google Drive on phone o

it is just called Drive on Android
Drive

5. Install KeePassDroid on phone
6. Configure KeePassDroid on phone so it knowscu(
where to find database 5
T

— Y
uzu:vz&@wwg wiens

N

Google Account required

m All Google Accounts automatically have
— Google Drive

m Android uses a Google Account
— use this account throughout instructions

Chris.Taylor@opcug.ca
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Google Drive

m Verify Google Drive working
— browse to https.//accounts.google.com
m If requested
— sign in using your Google Account
m Once logged in, browse to
— https://drive.google.com
Opcu(

|

|

Users belping swsens

Google Drive

m Don't proceed further unless you see a
screen similar to this

ll-b"'\“-~ 7 a ® ® :=le €

(e \ B 0

@ e ’ 5}

b @) mrowe &

i —

- Orcu
- pw}

u@mlw

Chris.Taylor@opcug.ca
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Backup & Sync

m Install Google Drive's Backup & Sync
— https://www.google.ca/drive/download/

Backup & Sync

m During installation
— If prompted for a Google Account to use
m use Google Account used on Android phone
m After installation

— Google Drive folder on your computer

m in File Explorer under Quick Access
or

= under C:\Users\{your account name}\  Orcu(

Chris.Taylor@opcug.ca
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Make a KeePass folder in Google Drive
(slide 1 of 2)

A 1. Go to Google Drive folder |

2. Right-click

v O

blank area

Goegle Diive >

Size A

v o Quick access

B Desktop *
3. Choose New - Folder
& Downloads * View >
& Google Drive B Sort by >
" Documents * (el ’
Refresh
= Pictures -
Customize this folder.
J OPCUG * -
=y
2o *
- B) Microsoft Access Database
pes % Undo Rename e (fanView BMP File
J 20200722 © Teesize &) Microsoft Word Document
_ KeePass @ Treesize File Searchy &1 Miaosoft Access Database
@) Mirosoft PowerPoint P n
OPCUG Give access to > R P e
@) Mirosoft Publisher Document
3 PasswordMansger Slis s
» & Onalnive Properties [T ext Document
B) Mirosoft Excel Worksheet
v 3 This PC T Compressed (epped) Folder
¥ 30 Objects o 2 5
23 items =3

Make a KeePass folder in Google Drive (slide 2 of
2)

Share  view )

= v 1 & » Claylor » Google Diive > v|b

A Name e A

~ o Quick access
B Deskiop
& Downloads
& Google Drive
i Documents
= Pictures
5 OPCUG
7 om
Data

N R

4. Name the folder KeePass

2020-07-22

e

J KeePoss
OPCUG
J PasswordManager
> @ OneDiive
v SThisPC
¥ 30 Objects

23 items =

Chris.Taylor@opcug.ca
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KeePass database location

m If you haven't installed KeePass, do so
— when prompted for the location of your database,
choose the folder you created within Google Drive
m C\users\{username}\Google Drive\KeePass
m If you have already installed KeePass
— run KeePass and enter your Master password
click on File | Save As | Save to File...

choose the folder you created within Google Drive
m C\users\{username}\Google Drive\KeePass

click the Save button OpcuG

m copies database to the new location gﬁ)
o

m updates configuration so KeePass looks for it the

V3

Users wiens

Verify database sync

m Browse to https://drive.google.com

— make sure you are signed in using Google
Account used on phone

Drive Q  Searchin Drive
&

'_ N My Drive ~

s W awn

m Verify your database has been syndhed g

—_—

there B)Kj

"

Chris.Taylor@opcug.ca
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KeePassDroid

m Install KeePassDroid on the phone

https

://play.google.com/store/apps/details?id=com.android.keepass |

Don't create KeePass entries on the phone
- we will copy the KeePass database from Windows computer

Note: You should be able to synchronize with other devices such as
- iPhone, iPad, etc.
but | have not tested to see what differences there are in processes

Opcul

—_—

)

-

Usens Leljing vaens

Configure Google Drive

m Configure Google Drive on Android phone
— set KeePass database to be available offline

m Next two slides only need to be done

ONCE

Chris.Taylor@opcug.ca
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(_Search phone

(=]=]
00@

Google Samsung

® 2

Clock olorNote

CHG

Drive Earth

@

1. Tap Drive on phone
(may be in Google group)

vEE - # R =1 79% W 9:59 AM @S -

= Searchin Drive c o

Authenticator  Calculator

Search in Drive c

Modified May 25,2018

3R = a0 79% B10:00 AM

Computers

o

Contacts ConvertPad

KeePass
odified Sep 19,2012

You have no starred files

| Q ! 0 Tap the Star icon in the file's option menu
to add it to this list.

FileHub Plus

2. Tap on Files

folder icon ¥

of
gpsdcam \ [ MvP

* o
@ Starred = @ e =

R
Files
=
Users belping wiens

@= -

Modified Jul 21

‘ Passwords-Joe-User.kdbx

£ RIF a1 79% 8 10:00 AM

B

5.Tap on
Make available offline

4. Tap 3 dots to right of
your KeePass database

B Passwords-Jpe-

*%  Share

& Make available offline

6. Tap phone's
3 Addto Sgprred BaCk button
until exit from Drive

&2 Link sharing off
D) copylink

D Make a copy

Files
i
#  Sendacopy

Chris.Taylor@opcug.ca
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One time only

m KeePassDroid on your phone needs to

know the name and location of your
KeePass database file

— The next three slides show what has to be
done ONLY ONCE on your phone

1. Open KeePassDroid on phone

M v 2RI = .40 80% W 8:38 AM
KeePassDroid ABOUT SETTINGS KEEPASS v

KeePassDroid ABOUT  SETTINGS

name:

bl s OPEN RECENT DATABASE (CLICK TO OPEN):

://com.google.android.apps.do.. §

content://com.google.android
Use this as my default datab

.apps.docs.storage/document
/acc%3D1%3Bdoc%3Dencoded

| 4. Tap on hamburger menu
%3D163I1G4KmfwLwpNK2tkNOpYC
wL21h1Z0f9vilaUerqTUOBa3i0V
- %2Bp9K04U3p199uajb1duFg%3D B test B Vauk
content://com.google.android
[ sShow password [[] Save password with biometrics

.apps.docs.storage/document | xs
ar /acc%3D1%3Bdoc%3Dencoded
%3DVxXNVNZ5zTG%2FulVaQYekZyZZ

KYpCE34fXKJNP3BKk%2FC8ucFLTbS
Tgf6d6

3mQ
B 3. Tap on folder [ ] |
content://com.android.>xternalstorage
2. Tap phone’s .documents/document/pi.mary
Back button

%RAkerenAss%2F Test%2FCT: vlar kdhx B CTaylor ne...
ENTER DATABASE FILENAME: 57.34 K8 Jul 23

B CTaylor.kdbx
57.93 KB Jul 30

:/emulated/0/keepass/keepass.kdbx -

OPEN CREATE

Chris.Taylor@opcug.ca
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3 R =4l 80% @ 8:40 AM
MYDRIVE v
M images Name A Name A
Audio
©  Recent
2% Shired with me BB GlassWire
+ Downloads
O Galaxy A5 (2017) %  Stered
5.22 GB free
I‘- Drive I
. L
6. Tap on My Drive = L
| unja
7. Tap on KeePass
|
folder
5. Tap on Drive
B OoPCUG

. 4
| 1=

10. Make sure
Use this as my default database
is checked

KEEPASS v = KeePassDroid ABOUT SETTINGS Keel>assDroid ABOUT SETTINGS

OPEN RECENT DATABASE (CLICK TO OPEN) e e filename
ontent://com.android.externalstorage...

content://com.google.android
/ goog s my default databa

.apps.docs.storage/document
[ Passwords-JoeUserkdbx /acc%3D1%3Bdoc%3Dencoded
Jul1 89.73KB %3DI1631GAKmfwLwpNK2tkNOpYC
wL21h1Z0f9vi1alerqTUOBa3i0Vv
%2Bp9K04U3p199uajb1duFg%3D

content://com.google.android _
.apps‘docs.sm?ageg’documem [C] show password [] Save password with biometrics
/acc%3D1%3Bdoc%3Dencoded 11. Enter
%3DVxNVNZ5zTG%2FulvVaQYekZyZZ

KYpCE34fXKINP3BK%2FC8UCFLTbS password
] 9. Tap on OPEN Rl for your
8. Tap on your KeePass a KeePass

database content://com.~.ndroid.externalstorage database
.documents/r.ocument/primary
%RAkeenar 3% 2F Test%2FCTavlar kdhx

ENTER DAT? SASE FILENAME:
12. Tap OK

3/femu' sted/0/keepass/ke -

OPEN CREATE 13. Verify KeePass shows
the same entries as on
your Windows computer

Chris.Taylor@opcug.ca
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Using KeePassDroid

VS £ R4l 80% M8:39 AM

—| 1. Open KeePassDroid on phone

KeePassDroid ABOUT SETTINGS

2. Enter the password
for your KeePass database

|3.TapOK|ﬁ —>

Automatic synching

m You can make changes to

— KeePass in Windows

— KeePassDroid on phone
m Changes will be automatically synched
m Don't

— make changes to both at the same time

Chris.Taylor@opcug.ca
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Keeping passwords safe

Extras

m Periodically backup your KeePass database
— if database ever corrupted, recover backup

m Explore menus or see help
— clipboard auto-clear time

— lock workspace after KeePass inactivity
m KeePass won't lock if an entry is open

— Esc in main window locks workspace
— View | Always on Top
— auto-fill web logon credentials

— Find | Duplicate Passwords
m change passwords on such sites

Opcul

|

|

Users belping swsens

Other
password-related
Issues

Opcul

|

|

B —
Users belping swsens
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Keeping passwords safe

Security questions

m Some sites allow password resets

— if you know answers to security questions
m what city were you married in?
m what's your favourite food?
m what is your mother’s maiden name?

m Could anyone find the answers with a
little online research?

Security questions

m Solution one
— give nonsense answers

— record answers in KeePass's Notes field
m Q. What is your favourite author?

m A sleep
= Q. What high school did you go to?
m A. plastic
OpcuG
),
u@’—Wng
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Keeping passwords safe

Security questions

m Solution two
— answer correctly (easy to remember)
— always add same “secret” word (eg. tap)
m Q. What is your favourite food?
m A. tappizza
= Q. Where were you born?
m A. tapottawa
— record in Notes field in KeePass as wéllrcuG
Users Lelping wiens

-

Data breaches

m Register your email addresses
— https://haveibeenpwned.com/
m They will email you
— if your address shows up in a data breach
m At breached sites
— change password
— change answers to security questionsowg

)

//f——‘\

-

P m—] 2}
Users belping swsens
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Keeping passwords safe

Digital inheritance

m Don't let online accounts die with you
m For others to get access to your online
accounts
— may be impossible
— always will be difficult
— may be costly

Opcul

|

I

Users belping swsens

Digital inheritance

m You can provide access
—itis all in your KeePass database

m Minimum information
— you have a KeePass database
— name & location of .kbdx (database) file
— password to open password database
— sign in username & password for computer,
)

T
Users belping swsens

-
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Keeping passwords safe

Digital inheritance

— —| Print Emergency Sheet |7

swords-Joe-User.kdbx - KeePass
Entry Find View Tools Help

Ctd+N | Q, &~ (@) Search...
» oe-Userkdbx

Database file:

KeePass
Emergency Sheet

'c \sersiCTayionDocuments\Passwords-Joe-Userkdbx ||

device). Backups are stored here:

You should regularly create a backup of the database file (onto an independent data storage

( X

I #3

Master Key \ Usemame/password to

) T User Name Password  URL T g
trl+ he master key for this database] . .
s o paste.. 123456789 sign into your computer
= Crl+S 500k JoeUser@example.com * Maser pasword:
* layInn  JoeUser@example.com https:, L - ] #3
"§‘ erCard
e bort . Instructions and General Infoi tion
- o= e m A - AKeePass sheet contains all that is required to open
- b = Print. Cul+P |} https: your database. It should be printed, filed oul and stordga secure location, where
\ s (Prnt & = only you and possibly a few other
% Import. | LR e s « If you lose the database fie oranyof | \aster password
& Export W composition). all data stored in the da buitt-
i N in file backup functionality. There is no backdoor and no universal key that can open
Synchronize » your database.
+ The latest KeeP: ! f he K :
[@ Lock Workspace  Ctrl+L h":s::::;p:ses;?;vw»m can be found on the KeePass website:
@ Exit Ctrl+Q —
_—
Grouj A ) (
https: otal.com/
2020-07-21 11:23:01 AM v _J/’//::__~‘TLl
_——¢
1 of 6 selected Ready Users belping swsens

Digital inheritance

m Very helpful

— links to KeePass help info
m show the person how it works
— what you want done with online accounts
— KeePass entry detailing what entries are most
important & what you would like done
m name it |Read Me so it is sorted at top
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Keeping passwords safe

Digital inheritance

m Don't forget!

— they will need
m username/password to sign in to your computer

Opcul

|

|

Users belping swsens

Digital inheritance

m Leave info with
— Power of attorney
— Executor
— someone you trust

— safe deposit box
m if someone else knows to access in emergency

Opcul
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Keeping passwords safe

Digital inheritance

m Are you executor / power of attorney for
someone else?

m Ask what they want done with online
accounts

m Ask if they want to give you access
— in the event of incapacitance or death

Opcul

This deck available at: bu

https://opcug.ca/presentations/keeping-passwords-safe.pdf —
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