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How many web sites do you use 
that require a password?

Are they all good passwords?

Do you remember all of them?
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What makes a bad password?

Bad passwords
Short
- under 12 characters Dictionary word

- attackers try every word in many dictionaries

Info about you
- name / nickname / partner’s name
- pet’s name
- birthplace
- email address
- zodiac symbol
- phone number

Pattern matching
- qwerty
- 12345678
- qazwsxedc

Common words / phrases
- password, password1, passw0rd
- MyPasswordIsSecret
- LuckOfTheDraw
- LiveAndLetDie
- FranklyScarletIDon’tGiveADamn

Re-used
- compromised one place, compromised everywhere

Written down

Saved in browser
Shared with someone else
- trusted today, maybe not tomorrow
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Password saved in browser
Can someone else access them?

- if not logged into computer?
- probably not

- if logged in to computer
- that depends…

will display all stored passwords by default

- Firefox
- can set a primary password

prompts for Windows login password

- Google Chrome - Opera
- Microsoft Edge - Brave
- Internet Explorer

does anyone know your Windows password?

they can access all your online accounts that 
have password saved in browser

without a primary password

if you leave your computer unlocked and 
logged on, anyone can access all your online 
accounts that have password saved in browser

What makes a good password?
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Good passwords

Long
- at least 12 characters

Multiple words
- passphrase rather than password
- 3 or more
- not a common phrase

Unique
- not used anywhere else

But … 
- can you remember 5 … 10 … 50?

A solution
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Password manager

 Encrypted database
– password vault or password safe

 Create entries for each site/service
– each entry stores

 logon names & passwords
 related notes, and more

 Master password opens database
– one password to remember
– entries within the database are safe

Password manager

 Many to choose from
– free and paid

 One security forum listed 75
 How to choose?
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KeePass Password Safe

 Free & open source
 Good feature set
 Started in 2003

– long history is good with security
 Frequently updated (over 80 times)
 Dozens of awards
 Available on many operating systems

– Windows, macOS, iOS, Android, Linux, etc.

Getting started

Click Downloads

https://keepass.info
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Getting started

Installer for Windows

Versions for
• Android
• iPad
• iPhone
• MacOS
• Linux, etc.

https://keepass.info

Getting started
Only
• New
• Open
available

Click New
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Getting started

Choose location

Choose name

Getting started

Re-type
Master password

Choose
Master password

Master password is the one password that you need to open 
your database and access all your other passwords

or…
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Getting started

Choose
Master password

Good Master password

Long
- at least 12 characters

Multiple words
- passphrase rather than password
- 3 or more
- not a common phrase

Something you can remember
- BlueSkiesAreFalling
- ParisMadeOfCheese!
- Ran*Faster*Than*Snail
- Barking-Down-Well
- Shoe.Leather.Hat

- but none of the above

Unique
- not used anywhere else



Keeping passwords safe

Chris.Taylor@opcug.ca 10

Master password

 Remember your Master password
– if you forget

 can never open the password database!
– if you think you may forget it

 write it down
– store in secure, accessible location

 eg. a lock box
– if someone else might come across it

 store without context or misdirected context

Master password

Click OK
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Getting started Avoid other tabs
- defaults are fine

Optional

I leave blank

Getting started

Database

Master password

Maybe username/password to 
sign into your computer!
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Adding entries
Click Add entry button

or right-click – Add entry

Optional categories
- can use to organize by topic
- or just leave all at top-level

Add/delete categories by right-clicking

or Ctrl-i

or Entry - Add entry

Adding entries Generate random password

Show password

21-character password (upper and lower case letters)
- mid-level Quality

FriendsAreJustTheBest is actually very good
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Password generator

Commonly
required

Length

Password generator

Random
password

With KeePass you don’t have to
- remember or
- manually type your password!

I will show you how later

OMG! I never want to 
remember or type that in!!!!

Quality jumped to high
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Adding entries

I prefer;
- a password I might remember
- don’t have to always look up my password

But it has to be strong;
- more than 12 characters
- not a dictionary word
- not a common phrase
- not a keyboard pattern
- etc.

Notes

 Any related info
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Other uses

 Store any information
– phone numbers
– expiry dates for subscriptions
– confirmation codes

 Including sensitive info
– credit card
– passport
– answers to security questions

Credit card

 number
 expiry date
 security code
 phone number

to report lost card
 automatic

payments
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Passport

 number
 issue date
 expiry date
 city of issue
 travel advisory

site

When traveling

 But hang on…
– KeePass is on Windows computer at home
– I need info while traveling…

 KeePassDroid
– can have KeePass database on phone
– details later…



Keeping passwords safe

Chris.Taylor@opcug.ca 17

Attachments

Attachments
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Attachments

Now you have entries in KeePass

How do you use them?

I said you don’t have to
- remember or
- manually type your password!
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Using KeePass

Double-click
Title of entry
to open

Open KeePass

Using KeePass
Click to show password Can

- copy to clipboard
- paste at web site
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Double-clicks

Copy notes to clipboard

Open browser to URL

Copy password to clipboard
* actual password copied, not dots

Copy user name to clipboard

Hint: Anything copied…
can be pasted

- user name
- password

Items copied to clipboard for 12 seconds *
* customizable in Tools | Options | Security

Signing into a web site

Double-click URL to open browser to sign in page
- or browse to site by yourself…
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Signing into a web site

Signing into a web site
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Signing into a web site

Double-click User Name
to copy it to clipboard

Signing into a web site

Right-click Email address field and choose Paste
or

Click in the Email address field and press Ctrl-v
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Signing into a web site

Double-click Password
to copy it to clipboard

Signing into a web site

Right-click Password field and choose Paste
or
Click in the Password field and press Ctrl-v
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Signing into a web site

Click Sign In

Signing into a web site

Signed in
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Auto-type

Auto-type

Defaults often work

- test
- if it doesn’t work … customize!

KeePass optional feature

- pass username and password to
web site in one operation
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Go to sign in page

URL (in this example) is
https://www.virustotal.com/gui/sign-in

note the URL
- you will need it later

Auto-Type testing

Auto-type testing

Type in username/account

Press Tab once

Type in password

Press Enter
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KeePass signs you in

Signed in?

If so, success!
- defaults work fine

If not
- note exact keystrokes;

- tabs, arrow keys …
needed to log on to the site

Auto-type setup

Set User name: to account 
name on site
- ctaylor.ca@outlook.com

Set Password: to password 
for account on site

Set URL: to sign-in page for site
- https://www.virustotal.com/gui/sign-in

Create KeePass entry for site
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Double-click URL to open
browser at logon page

Click in field for sign in name
(if cursor not there already)

Auto-type in operation

With VirusTotal entry highlighted

Switch back to KeePass

press Ctrl-v
or…

Right-click the
VirusTotal line

Choose
Perform Auto-Type

Tip for easier switch
back to KeePass
- press Ctrl-Alt-K
- or set KeePass to

View | Always on Top



Keeping passwords safe

Chris.Taylor@opcug.ca 29

KeePass signs you in

Signed in

Auto-type customization

 If keystrokes to sign in to site are not;
username{tab}password{Enter}

 Figure out correct keystrokes to sign in
 Customize KeePass for that entry
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Edit entry in KeePass

Click Auto-type tab

Define a new sequence

You can type in things like {TAB}

or click the ones you want in
Insert placeholder section

See also https://keepass.info/help/base/autotype.html)

Click Override default sequence

Click Edit

KeePass advanced features

Duplicate passwords
Find | Duplicate Passwords…

Similar passwords
Find | Similar Passwords (Pairs)…

Password quality
Find | Password Quality…

Expiring passwords
Find | Expired / Expiring in…

TAN support
Transaction Authentication Numbers
(one-time passwords)

Multi-factor authentication
key file, Windows user account, Yubikey

Plug-ins
(over 160)
backup
passphrase generator
import/export
…  

History
see/restore previous versions of entries
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Synchonization between 
devices

Multiple device synching

 KeePass for other operating systems
– Windows, MacOS, iOS, Android, Linux, …

 If you want to
– use KeePass on multiple computers/devices
– share KeePass database across all devices

 Two choices…
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Multiple device synching

 Manual synching
– easiest to set up
– requires manual actions each time you want 

databases to match on each device
 Automatic synching

– more complex to set up (once)
– edit entries on any device

 changes automatically synched to other devices

Manual synchronization
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Assumptions

 The instructions here assume:
– one device is a Windows 10 computer

 KeePass already installed
 at least one entry in KeePass

– other device is an Android phone

Note: You should be able to synchronize with other devices such as
- iPhone, iPad, etc.

I have not tested to see what differences there are in processes

Overview

One-time actions
1. install KeePassDroid on phone
2. copy KeePass database to phone
3. configure KeePassDroid on phone so it 

knows where to find database
Repeated actions
1. update copy of database on phone 

according to needs (step 2 above)
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KeePassDroid

 Install KeePassDroid on the phone from
– https://play.google.com/store/apps/details?id=com.android.keepass

– don’t create KeePass entries on the phone

Note: You should be able to synchronize with other devices such as
- iPhone, iPad, etc.

but I have not tested to see what differences there are in processes

Manual synching

 My Windows configuration
– database is in my Documents folder
– database is Passwords-Joe-User.kdbx

 Adjust to your configuration
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 Make sure
– KeePass is closed on Windows computer
– KeePassDroid is closed on Android phone

 Plug phone into your Windows computer
 Run File Explorer on Windows computer
 Follow the steps on the next two slides

Copying KeePass database to phone
(slide 1 of 3)

Copying KeePass database to phone
(slide 2 of 3)

3. Choose Copy

2. Right-click your KeePass database file

1. Go to Documents folder
(or wherever you have database stored)
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4. Under This PC click on your phone

5. Double-click Phone

Copying KeePass database to phone
(slide 3 of 3)

6. Double-click keepass

7. You will see the default
database keepass or
keepass.kdbx
(you can ignore it)

8. Right-click empty area and
choose Paste
Your KeePass database will
be copied to your phone

One time only

 KeePassDroid on phone needs to know 
name of KeePass database file
– The next three slides show what has to be 

done ONLY ONCE on your phone
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1. Open KeePassDroid on phone

2. Tap phone’s
Back button

3. Tap on folder

4. Tap on hamburger menu

Slide 1 of 3

5. Tap on phone 6. Tap on keepass folder

7. Tap on your
KeePass database

Slide 2 of 3
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8. Tap on OPEN

9. Make sure
Use this as my default database
is checked

10. Enter the password
for your KeePass database

11. Tap OK

Slide 3 of 3

12. Verify KeePass shows
the same entries as on
your Windows computer

Using KeePassDroid

2. Enter the password
for your KeePass database

3. Tap OK

1. Open KeePassDroid on phone
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Updating database

 When you
– change KeePass on Windows computer
– want to update database on phone

 Repeat previous slides
– Copying KeePass database to phone (slides 1 -3)

Automatic synchronization
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Assumptions

 Instructions assume:
– one device is a Windows 10 computer

 KeePass is installed
 at least one entry in KeePass

– other device is an Android phone
– you will use Google Drive to sync

Note: You should be able to synchronize with other devices such as
- iPhone, iPad, etc.

and other cloud service for syncronization
but I have not tested to see what differences there are in processes

Password database changed

Google Backup & Sync copies 
changed file to cloud

(Google) Drive on phone sees 
changed database
- copies file down to phone

Things work in reverse too
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Overview

All one-time actions
1. Create a free Google Account

if you don’t already have one
(phone should already be using a Google Account)

2. Install Google Drive Backup & Sync on Windows PC
3. Move your KeePass database to Google Drive on 

Windows PC
4. Configure Google Drive on phone

it is just called Drive on Android
5. Install KeePassDroid on phone
6. Configure KeePassDroid on phone so it knows 

where to find database

Google Account required

 All Google Accounts automatically have
– Google Drive

 Android uses a Google Account
– use this account throughout instructions
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Google Drive

 Verify Google Drive working
– browse to https://accounts.google.com

 If requested
– sign in using your Google Account

 Once logged in, browse to
– https://drive.google.com

Google Drive

 Don’t proceed further unless you see a 
screen similar to this
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Backup & Sync

 Install Google Drive’s Backup & Sync
– https://www.google.ca/drive/download/

Backup & Sync

 During installation
– If prompted for a Google Account to use

 use Google Account used on Android phone

 After installation
– Google Drive folder on your computer

 in File Explorer under Quick Access
or

 under C:\Users\{your account name}\
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Make a KeePass folder in Google Drive
(slide 1 of 2)

1. Go to Google Drive folder

2. Right-click blank area

3. Choose New - Folder

Make a KeePass folder in Google Drive (slide 2 of 
2)

4. Name the folder KeePass
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KeePass database location

 If you haven’t installed KeePass, do so
– when prompted for the location of your database, 

choose the folder you created within Google Drive
 C:\users\{username}\Google Drive\KeePass

 If you have already installed KeePass
– run KeePass and enter your Master password
– click on File | Save As | Save to File…
– choose the folder you created within Google Drive

 C:\users\{username}\Google Drive\KeePass
– click the Save button

 copies database to the new location
 updates configuration so KeePass looks for it there

Verify database sync

 Browse to https://drive.google.com
– make sure you are signed in using Google 

Account used on phone

 Verify your database has been synched 
there
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KeePassDroid

 Install KeePassDroid on the phone

Note: You should be able to synchronize with other devices such as
- iPhone, iPad, etc.

but I have not tested to see what differences there are in processes

https://play.google.com/store/apps/details?id=com.android.keepass

Don’t create KeePass entries on the phone
- we will copy the KeePass database from Windows computer

Configure Google Drive

 Configure Google Drive on Android phone
– set KeePass database to be available offline

 Next two slides only need to be done 
ONCE



Keeping passwords safe

Chris.Taylor@opcug.ca 47

3. Tap on My Drive

2. Tap on Files
folder icon 4. Tap on KeePass folder

1. Tap Drive on phone
(may be in Google group)

5. Tap on
Make available offline

4. Tap 3 dots to right of
your KeePass database

6. Tap phone’s
Back button
until exit from Drive
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One time only

 KeePassDroid on your phone needs to 
know the name and location of your 
KeePass database file
– The next three slides show what has to be 

done ONLY ONCE on your phone

1. Open KeePassDroid on phone

2. Tap phone’s
Back button

3. Tap on folder

4. Tap on hamburger menu
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5. Tap on Drive

7. Tap on KeePass
folder

6. Tap on My Drive

10. Make sure
Use this as my default database
is checked

11. Enter
password
for your
KeePass
database

12. Tap OK

9. Tap on OPEN8. Tap on your KeePass 
database

13. Verify KeePass shows
the same entries as on
your Windows computer
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Using KeePassDroid

2. Enter the password
for your KeePass database

3. Tap OK

1. Open KeePassDroid on phone

Automatic synching

 You can make changes to
– KeePass in Windows
– KeePassDroid on phone

 Changes will be automatically synched
 Don’t

– make changes to both at the same time
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Extras

 Periodically backup your KeePass database
– if database ever corrupted, recover backup

 Explore menus or see help
– clipboard auto-clear time
– lock workspace after KeePass inactivity

 KeePass won’t lock if an entry is open
– Esc in main window locks workspace
– View | Always on Top
– auto-fill web logon credentials
– Find | Duplicate Passwords

 change passwords on such sites

Other
password-related

issues
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Security questions

 Some sites allow password resets 
– if you know answers to security questions

 what city were you married in?
 what’s your favourite food?
 what is your mother’s maiden name?

 Could anyone find the answers with a 
little online research?

Security questions

 Solution one
– give nonsense answers
– record answers in KeePass’s Notes field

 Q. What is your favourite author?
 A. sleep
 Q. What high school did you go to?
 A. plastic
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Security questions

 Solution two
– answer correctly (easy to remember)
– always add same “secret” word (eg. tap)

 Q. What is your favourite food?
 A. tappizza
 Q. Where were you born?
 A. tapottawa

– record in Notes field in KeePass as well

Data breaches

 Register your email addresses
– https://haveibeenpwned.com/ 

 They will email you
– if your address shows up in a data breach

 At breached sites
– change password
– change answers to security questions
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Digital inheritance

 Don’t let online accounts die with you
 For others to get access to your online 

accounts
– may be impossible
– always will be difficult
– may be costly

Digital inheritance

 You can provide access
– it is all in your KeePass database

 Minimum information
– you have a KeePass database
– name & location of .kbdx (database) file
– password to open password database
– sign in username & password for computer
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Digital inheritance
Print Emergency Sheet

Database

Master password

Username/password to 
sign into your computer

Digital inheritance

 Very helpful
– links to KeePass help info

 show the person how it works
– what you want done with online accounts
– KeePass entry detailing what entries are most 

important & what you would like done
 name it !Read Me so it is sorted at top
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Digital inheritance

 Don’t forget!
– they will need

 username/password to sign in to your computer

Digital inheritance

 Leave info with
– Power of attorney
– Executor
– someone you trust
– safe deposit box

 if someone else knows to access in emergency
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Digital inheritance

 Are you executor / power of attorney for 
someone else?

 Ask what they want done with online 
accounts

 Ask if they want to give you access
– in the event of incapacitance or death

This deck available at:
https://opcug.ca/presentations/keeping-passwords-safe.pdf


