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I Reinvent the wheel? IMPROVE the wheel!



Windows Firewall
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3 g Ewvent Viewer (Local) Q Outbound connections that do not match a rule are blocked.
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'@ Windows Defender Firewall is on
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~ @ Windows Defender Firewall with Advanced
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Outbound Rules

Connection Security Rules Getting Started
> W Monitoring Authenticate communications b comp

> ﬁ WMI Control (Local) Create connection security rules to specify how and when connections between computers are autherticated ar
protected by using Intemet Protocol security {IPsec)

Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connectior
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a . v
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Editing a Windows Firewall rule
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WFC-windows firewall control

Advantages
-4

0 Easier to control than native interface

o Dynamic — see, control, new programs when
they start to access network (or old programs)
o Management easier
o Add/delete/cull/edit rules
o View log, create rules from entries



Main interfaces

Malwarebytes | windows Firewall Control
Right click on task bar icon

| | Family-friends

G-BA bridee
1ol _Profiles b High Filtering
T Main Panel Medium Filtering
Low Filtering
Windows Firewall state Rules Panel Fite |
[E Connections Log Mo Filtering
Inbound connections = Edi 2114:32)

24 n-bbo

Outbound connections

Connected to location



‘new program” control

CQutgoing connection blocked - 14:38:01

pud

Program
Marme
Source
Remote 28
Protocol
Signed

Process ID

apphostregistrationverifier.exe
App Un Handlers Registration V...
192.168.1.78 : 63883

09.86.57.48 : 443

TCP

Mo

10968 )

Customize this rule before creating it

<171 P>

M Check this file
M Copy path to dipboard

P Allow this program
o

Always allow this program to access the Internet

Copy

bl e

P Block this program
x

Always block this program to access the Internet

“} Block for now and ask me later

| *_J =@

Subject
€ Re: Big
5 Googh

Gonnk

Add program permission to
firewall, but can check:

-Vs virus total (opens browser
tab

-Check path to see origin

Can also constrain rule to
particular IPs(local/remote),
protocol, ports



Program constraints

Cutgeing connection blocked - 14:22:13 > P
& ‘1 Mame Antimalware Service Executable (msm) @E
’L_ Local ports 49858 -
J_.D Remote po... 443

Remote IP 20.82.149.92

Protocol TCP

Chrection Chutbound (recommendead)
I. Locatiocn | Domain | Priwvate ~'| Public

Backtoruledetails . i<l

D Allow this program ﬂ

Always allow this program to access the Internet

E

P Block this program ﬂ
* Always block this program to access the Internet

*} Block for now and ask me later ﬂ

b I____gs

b 19 Aug 21, 8:00 8.1k




Rules panel

_ Colour coded:
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Invalid rules - can delete

Group Name Program

Windows fwe..  # AnyStresm (arvystream.exe) CAprogram files\redfox\anystreamianystr_ Al Ves Allow  Out Any Al ’ E a
Windows Fee § Whatsidop (whatsapp.ene) Clhasers\tom\appdataVocaliwhatiapp'ap.., Al Yoi Allow  Out Ay All L by
Wndows fre " OIA Install Appheation (setup.. Clhumers\irstallsppdata\ocaltemp made. ANl Yes Alow  Out Ay (AN
Windows fre..  # WhatsApp (whatsapp.exe) Clusers\tom\appdataloal\whatsappiap... Al Yes Allow  Out » Any Al
Wandows fere 8 Skype (skype exe) Chprogram files'windowsappsymcrosoft.... | All Yes Allow  Cut Any Al
Wintows Foe 8 Tabiet Servce Deployer/Undeploy... Chusers\irstallappdata\local\temp\Tné . Al Yeu Allow  Out Any (Al
Wndows e ¥ Skype {skype.sxe) Chprogrem hies\windowsapps\rmcrosalt..., ARl Yes Alow  Out Ay AN O~ Show dupicate rules |
Windows fee. B WhatsApp (whatsapp exe} Chusers\tom'\appdataViocal\whatzapp\ap... Al Vet Allow  Out Any AN .
Wndows Fee 8 WhatsApp (whatsapp.exe) Craumers\tom\appdata©ocaiwhatiappiap... Al Ves Allow  Out Any Al Display - 93 rules

¥ U - DaVinaResoheBiement ChiProgram Hles\Blackmage Desgn\DaVi... | Private No Allow In Ny A
Windows Fre W Bowerlops Update (powertoys.up.. Chprogram files\powertoys\powestoys.u Al Yes Allow  Cut Any Al AR rules
Wndows Fae & MyASUS {mymcsexe] CiAprogram Flet\windowsapps'\bSecedtl... Al Vet Allow Out Any AN
Windows Fwe_. '8 Whatsdpp (whatsapp.exe) ic wxers\tom\appdataiocalwhattappap... | A8 Yes Allow Out Any Al v Filtes
Winddines Fae ¥ GamingServices (gamingservices..  Chpragram files\windowsapps\rmncrosoft.. | Al Yes Alow  Cut Any ANl No filter
Wandows Fre § Opera Intemet Browser (operarree) Clusers'‘tom\appdatatioca\peograms'o Al Yes Allow  Owt Any Al
Windows fwe_. & Opera Inteme! Browser (operaese) Clusers\tonr\appdatslocafiprograms\op... | ARl Yes  Allow Out Any ARl Search
Windowes Fare 8 (madispiay container.exe) Chwindows\system 1 2\driverstore\filerep . | AU Yes Allow Out Any ANl
Windows Fee ¥ Opera auto-upddater (opera_suto...  Clusers‘tom\appdataiiocal\programs\op... | Al Yes Allow  Out Any Al J
Wndows fre § Opera imytaller [imstalier axe) Clusers\tom\appdata'jocsiemp\operat... Al Yes Allow  Owt Ay All
Windaws Fae § Shype [shype exs) CAprogram files\windowsapps\miorosoft.... Al Yes Allow  Cut Any Al
Wndows Fae_ 8 Mugrosoft Malware Protection Co...  Chprogramdata\micrasoffiwindows defe. (AN Yes Allowy Out .L'v-, All D Slank nule
Wandows Fre ¥ Opera auto-updater (opera_auto,.. Clusers\tom\appdatal\locaiprograms\op... All Yes Allow  Out Any Al m Srowse to allow
Windiwes Fre ¥ Cpers Intenet Browser (operasxs) Clusers\tom\appdataVoca\programs\op... | Al Yes Niow  Out Ay A @ Chick to allow
Windows fre & Opera intemet Browser (operasae) Clusers\tom'appdataVocal\programs\op.. | Al Yes Allow Out .YC;' All m frowse to block

IR cick to block |




File verification tools

l Open Malwarebytes

Use the shortcuts below to launch various system utilities. Note that these
programs will be executed with highest privileges available.
Windows Firewall with Advanced Securnty
Windows Firewall Control Panel applet
— | Notifications Event Viewer
Resource Monitor
[ ! .: SIPRORS [y Specify below the URL services used for various online verifications
URL to check an IP address reputation
httpsy//www.ipvoid.com/scan/{0}/
URL to check a file based on the SHAZ256 hash of the file
https//www.virustotal.com/file/{0)/analysis/
URL to start a WHOIS query
https//who.is/whois-ip/ip-address/{0)
URL to read more about a specific port
https//www.grc.com/port_{0).htm




Malwarebytes | windows Firewall Controt

Notifications mode specifies which blocked outbound connections should
[=] be displayed (o the uses

Profles * Display notifications

Dusplay notifications for all blocked outbound connections but do not display them
for the programs defined as excephons below

Learning mode

Automatically create outhound allow rules for digitally signed programs snd
display notifications only for unsigned programs

Disabled

Do not display notifcations

Notifications

t 4| Optioes

@ Define below the programs and folders for which the notifications should
not be displayed

Notifications exceptony

ltls'l Naotifications options
Auvtomatically close a notification in | 30 secands

Custom tmeout for temporary rules is | 10 | manutes
v | Dasplay notifications on 1op of other windows
Play a sound when a new notfication s generated
®  Play default sownd
Play custom sound

[: 7] Advanced notifications settings

Use allow rules when searching for matching rules. Recommended for
compatibiity with other security programs If duplicate notifications are desplayed

Use genenc biock rules when searching for matching rules. If & block rule that
apply to all programs matches the biocked connection, the notifications will not be
displayed

Use disabled rules when searching for matching rules. If & matching daabled rnade n
found the notifications will not be displayed.

Reset Oefault sdvanced settangs



Filtering

Malwarebytes | windows Firewall Control

£ -/‘A'_') Dashboard D I Filtering level specifies which connections should be blocked and which
- LUOLU connections should be allowed

High Filtering
All outbound and inbound connections are blocked. This profile blocks all attempts

to connect to and from your computer.

» ] o @ Medium Filtering (recommended)
. Outbound connections that do not match a rule are blocked. Only the programs
with an allow rule are allowed.

Low Filtering
Outbound connections that do not match a rule are allowed. Only the programs
with a block rule are blocked.

No Filtering
Windows Firewall is turned off. Avoid using this setting unless you have another
firewall running.

E] Specify the profile that will be reverted in case it is switched to a lower
filtering profile for installing/updating purposes

v | Automatically set | Medium Filtering after 20 | minutes




MELWEFEhvtES I windows Firewall Control

u
Dashboard E Specify below the security enhancements that will be enforced by
e ' l | r I y Malwarebytes Windows Firewall Control

+'| Secure Boot
Automatically set High Filtering profile at system shut down. At Windows start-up,
all network connections will be blocked until the user manually changes the profile,

Secure Profile

Protect Windows Firewall state from external tampering. When this feature is
enabled, importing firewall rules and changing the filtering mode can be done only
through this software.

+'| Secure Rules
Enable protection against firewall rules that are not created in the authorized
groups defined below. This applies to the newly created firewall rules and to
existing ones,

Delete unauthorized rules
i» Disable unauthorized rules
| Allow Windows Store rules

Authorized groups

Windows Firewall Control

Termporary Rules

@6 5ystemRoot¥\system32hfirewallapi.dil -53500
@35ystemRoot¥\system32\icsve.dll,-700
@FirewallAP1LdIL,-30200

Define here a new authonzed group

Import group names from the current existing rules



Connections Log

Malwarebytes Windows Firewall Control - Connections Log

T = =

[ Allow this program
[  Block this program
O

Customize and create

. I3 Refresh list
Open file location =

Check this file fim Clear log
Start a WHOIS query

Refresh settings
Verify this IP address

| Auto refresh on open

Search rules

+ Allowed connections.

| Blocked connections

Display - 1 connections

Cennections

Recently blocked
Direction

Outbound

Display

All connections

Entries

All entries

Search

eate new rule




Customize rule from connection log!

Customize and create

Program

This program Browse...
Chprogramdata\microsoftiwindows defendery

Name

Microsoft Network Realtime Inspection Service

Group

Windows Firewall Control

Description

Location
/| Domain /| Private +/| Public

Protocols and ports

Protocol : TCP

Local ports : Custom Ports
Eg: 80,443,9-29 49344
Remote ports : Custom Ports

Eg: 80,443,9-29 443

Local and remote IP addresses

Local addresses : Custom Addresses
Eqg: 66.198.240.5 192.168.1.78
Remote addresses: | Custom Addresses

Eg: 66.198.240.5 13.68.247.210

Service
Apply to all programs and services
Direction

Outbound

Action
Allow

Interface types
# Allinterface types
Specific interface types
Local Area Network
Remote Access

Wireless

Windows Firewall with Advanced Security

Create

Cancel

L1 Refresh list
ﬁ Clear log

Refresh settings

| Auto refresh on open

| Allowed connections

| Blocked connections

Display - 1 connections

Connections

Recently blocked
Direction

Qutbound

Display

All connections

Entries

All entries

Search

eate new rule

This can also be done
for selected rows

Rules, connnections
displays can be sorted
by clicking the column
title.



WFC Advantages

o Uses built-in, trustworthy firewall
o Dynamic — sees new programs

o Powerful — update/create/delete rules based on
0gs & rules

o Free!
o https://www.binisoft.org/wfc




