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The Ins and Outs of 
Electronic Mail – Part 1



Topics in this section

• Webmail vs Email clients (POP and IMAP)

̶ differences

̶ configuring accounts for POP or IMAP

̶ advantages & disadvantages of each

• Email security

̶ spam

̶ deep dive: how mail servers talk

̶ authentication

̶ phishing



Webmail and email clients



How email flows

Sender’s mail 
provider’s server

Recipient’s mail 
provider’s server

Differences in how & where you compose and read the email
• web-based email

• you interact through a web browser
• POP/IMAP based email

• you interact through a program (mail client) installed on your computer

This shows the flow of email between two email servers

What about the users’ computers used to send and receive the email?



Methods of accessing email

• Webmail
̶ messages only reside on mail server

̶ accessed using a web browser from any computer

• POP (Post Office Protocol)

̶ emails downloaded to email client on local computer &
removed from the server
̵ optionally leave copies on the server

̶ only deals with new emails in Inbox

̶ one-way download (no synchronization)

• IMAP (Internet Message Access Protocol)

̶ messages reside on the mail server

̶ all folders synchronized between server & IMAP clients on one 
or more local computers
̵ Inbox, Sent items, Drafts, Trash, any user-created folders, …



Webmail



Webmail

Sender’s mail 
provider’s web 

server

Receiver
• read email in browser

while connected to web server

Sender
• compose email in browser

while connected to web server

Note:
• email doesn’t exist on their computer
• sender creates email on web server

Note:
• email doesn’t exist on their computer
• receiver reads email on web server

Recipient’s mail 
provider’s web 

server



Webmail

• Setup is very simple

̶ use any web browser to go to your email provider’s website

̶ sign in

• Most web-based email provides rich functionality

̶ create & read email

̶ folders for organizing email

̶ address book

̶ spam control

̶ rules for auto-processing email

̶ etc.



Webmail

• Benefits
̶ can access email from any web browser

̶ does not require any software installed on computer

̶ does not require any special configuration on computer

• Drawbacks
̶ requires access to the Internet to do everything

̵ create, send, read, forward, delete, search, print, file, etc.

̶ email only stored on provider’s server
̵ what if they have an issue?

̵ what if you change Internet Service Provider?

̶ web interface may be limiting
̵ drag & drop, multi-item selection, right-click menus, etc.

̶ subject to space limitation of provider
̵ when you run out of space, have to delete emails



POP and IMAP email



POP and IMAP email

Sender’s mail 
provider’s SMTP 

server

Note:
• email passes through SMTP server
• email isn’t stored on server

Note:
• email stored in mailbox on recipient’s 

server until picked up by email client
• then stored on local computer

Sender
• compose email in mail client

email sent to 
SMTP server

Receiver
• email read in mail client

email sent to mail client & stored 
on local computer

Recipient’s mail 
provider’s POP/IMAP 

server



POP email



POP email

mail provider’s POP 
server

Email clients not configured
• keep email on server

new email in Inbox downloaded 
to client
• email immediately deleted 

from server

On second computer
no new email to download

Note: email deleted from server after downloaded to client
• not likely to run out of space on server



Email clients configured
• keep email on serverPOP email

mail provider’s POP 
server

new email in Inbox downloaded 
to client

On second computer
email in Inbox downloaded 
to client

Note: email never deleted from server
• may run out of space on server



POP email

• Setup more involved than web-based

• Install a mail client that can handle POP email

• Configure the client to send & receive email

̶ sending email: define the SMTP server to use

̶ receiving email: define the POP3 server to use

̶ define security requirements

̶ check with your email provider for server and ports to use



POP email configuration

Ask Perplexity.AI
• or check with mail provider

Will need
• server addresses
• server port numbers
• security requirements
• & maybe some extras

Some email client 
software can automate 
configuration based on 
the mail address
• known server config



POP email

• Benefits
̶ richer client interface than web-based email

̵ folders, rules, right-click menus, drag & drop, multi-item selection, etc. 
̶ access your email locally

̵ doesn’t require Internet access or server to access old email
̶ may default to automatically delete email from server once downloaded to 

your computer, keeping you under the limit imposed by provider
̵ can be set to leave email on server allowing you to access email from multiple 

computers

• Drawbacks
̶ if set to leave messages on server, can run out of space

̵ manually clean up server, using their web interface to access mailbox
̶ only deals with Inbox

̵ if you have folders on the server, email in those folders not copied to client
e.g. if you use web-based email, create folders, & move emails there

̶ one-way copy of emails: from server to client
̵ doesn’t copy sent items, email in local folders, etc. to server

- these only exist on computer where created
̵ if using multiple computers, can be considerable problem!



IMAP email



IMAP email

mail provider’s IMAP 
server

2-way synchronization between 
server and client computer

If you use multiple computers with IMAP
• all email kept in sync between all 

computers (and server)

Synchronizes all folders
• inbox, sent items, folders you create, etc.



IMAP email

• Benefits
̶ richer client interface than web-based email

̵ folders, rules, more Windows-like with right-click menus etc. 
access your email locally

̶ may use multiple computers
̵ access all emails from server (web interface) and all client 

computers

• Drawbacks
̶ may hit space limitations imposed by provider

̵ unless you delete emails or move them to a local folder

̵ if moved to a local folder, lose access from other computers

- local folders not synced to server (and other computers)



IMAP email configuration

Will need
• server addresses
• server port numbers
• security requirements
• & maybe some extras

Some email client 
software can automate 
configuration based on 
the mail address
• known server config

Ask Perplexity.AI
• or check with mail provider



When to choose webmail

• You want the simplest configuration

̶ nothing to configure, no software to install

• You want to be able to access all email from anywhere

̶ use any computer with a web browser & Internet access

• You are not concerned about being able to read email 
without access to the Internet

̶ requires a live Internet connection

• You don’t need to keep all email forever

̶ when you run out of space on mail provider’s server

̵ delete some email to make room for more

̵ or pay mail provider for extra space



When to choose POP

• You use a single computer to manage all email

̶ create, read, send, search, print, etc.

• You don’t want to worry about space on mail provider’s 
server

̶ use the option that deletes email from server once delivered to 
your computer

• Option to leave email on server

̶ allows you to receive email on multiple computers

̵ can result in significant confusion about location of things like 
sent email

- only Inbox is handled by POP

• Generally, POP is a poor choice

̶ unless you really consider all ramifications



When to choose IMAP

• You want the best of both worlds

̶ can still use Webmail to access all email

• You don’t mind installing an IMAP email client

• You want to have email stored in multiple locations

̶ mail provider’s server, one or more computers you own

• You don’t mind dealing with cleanup when you run out 
of space on mail provider’s server

̶ move items to a local folder on local computer



Email security
   - spam
   - deep dive: how mail servers talk
   - authentication
   - phishing



Spam



Spam

• Unsolicited messages sent in bulk to many recipients, 
often for commercial purposes

̶ https://en.wikipedia.org/wiki/Email_spam

̶ https://youtu.be/ycKNt0MhTkk

What’ve ya got, then?

I’ve got spam, spam, eggs, bacon & spam

Monty Python’s Flying Circus
• Series 2, Episode 12 (first aired in 1970)
• https://www.youtube.com/watch?v=ycKNt0MhTkk

I don’t like spam!!!



Problems with spam

• Clutters mailboxes

• Wastes time

• Poses security risks
̶ malware infections

̶ identity theft

• False positives with spam filters
̶ lost information

• Most major email providers have spam filters
̶ help reduce amount of spam that reaches your mailbox

• POP/IMAP clients typically have spam controls
̶ in some cases, can be more effective than server spam control

Gmail stops more than 99.9% of spam, phishing & malware and blocks nearly 15 billion 
unwanted emails every day (Google, October 2023)



Cost of spam

• Microsoft founder Bill Gates received four million 
emails per year, most of them spam

̶ reported by Steve Balmer in 2004

• 160 billion spam emails sent every day in 2023

• $25.5 billion

̶ est. total loss by 56.2
million people in 2023

• $50 billion

̶ est. worldwide
productivity cost of
spam in 2004

https://en.wikipedia.org/wiki/Email_spam#Cost_of_spam

https://www.emailtooltester.com/en/blog/spam-statistics/



How do spammers get your 
email address?

• Web scraping
̶ collecting addresses from websites & forums

̶ sophisticated scraping can bypass obfuscation
̵ joe.user(@)example.com, joe.user(at)example.com

• Data breaches
̶ purchased lists from compromised databases

• Guessing
̶ combine common names with popular domains

̵ e.g. first.last@domain.com

• Phishing and sign-ups
̶ fake forms, giveaways, or phishing emails

trick you into submitting your address

• Malware or bad apps
̶ harvest contacts from your device



Eliminating Spam

Cancel all your email accounts



Things that may limit spam

• Limit Exposure
̶ avoid posting your email address on websites, forums, & social media

• Use disposable email addresses
̶ some mail providers (e.g. National Capital Freenet) allow you to create 

aliases you can delete if used by spammers

• Enable junk mail controls, e.g.
̶ Thunderbird: Tools > Settings > Privacy & Security > Spam
̶ Gmail: spam filtering enabled by default & uses AI to block most spam

• Don’t reply to spam
̶ most spam comes from spoofed addresses & replies won’t go to spammer

• Don’t click links in spam, including unsubscribe
̶ confirms to spammer the address is active and you read their spam

• Track and report spam
̶ if you want to play whack-a-mole
̶ use spamcop.net to track true origin of spam and report to admins

̵ https://www.spamcop.net/

• Just delete it and move on



• Has your email address been found in a data leak

̶ likely will be used by spammers

Check any email address

sign up: notifications for 
future disclosures

https://haveibeenpwned.com

Your email in a data breach?
• sign onto site

• change password &
• answers to security questions



How do mail servers talk?



Sending system a.org connects to receiving system b.com on port 25

220 b.com ESMTP Postfix
• Hi, I’m server b.com running ESMTP software Postfix

helo a.org
• Hi, I’m server a.org

250 Hello a.org, I am glad to meet you

MAIL FROM: <joe@a.org>
• I have an email from joe@a.org

250 Ok
RCPT TO: <pete@b.com>
• The email is for pete@b.com

250 Ok
• assuming pete@b.com valid email

DATA
• I am ready to send the email

Receiving mail server
b.com

Sending mail server
a.org

354 End data with <CR><LF>.<CR><LF>
• Send email; end with a period on a line by itself

White: actual conversation Yellow: what it means



Two mail servers talking

Message-ID: <123@b.org
From: "Joe Smith" <joe@a.org>
To: "Pete Jones" <pete@b.com>
Date: Wed, 11 Feb 2026 16:02:43 -0500
Subject: See you tomorrow

I’ll be there at 10 am. Wait for me.
.
• message header
• text of email
• end by <CRLF>.<CRLF>

Receiving mail server
b.com

Sending mail server
a.org

250 Ok
• email accepted for delivery

Quit
• I am done

221 Bye
• closes connection

White: actual conversation Yellow: what it means



RFC 5321 standard

• Receiving system uses numeric codes
̶ text after numeric code optional

• Series codes & some examples
̶ 2xx: Positive completion

̵ 220: service ready
̵ 221: service closing
̵ 250: action or command succeeded

̶ 3xx: Positive intermediate (more info needed)
̵ 354: ready to receive email (in response to DATA command from sender)

̶ 4xx: Temporary failure (retry later)
̵ 451: processing error; server issue; retry
̵ 452: email too large; reduce message size & retry

̶ 5xx: Permanent failure (don’t retry)
̵ 550: invalid email address
̵ 552: mailbox full

• If you get DSN (delivery status notification) or NDR (non-delivery 
report) when sending email
̶ look for 4xx or 5xx series numeric codes for reason

RFC 5321: https://www.rfc-editor.org/rfc/rfc5321
https://en.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol



Authentication & integrity
  - attempts to eliminate spam

• At no point did the receiving email server say 

̶ how do I know you aren’t a spammer?

• Several methods of authentication have been developed

̶ validate sender’s email address

̶ Sender Policy Framework (SPF)

̶ DomainKeys Identified Mail (DKIM)

̶ Domain-based Message Authentication (DMARC)



Validate sender’s email address

• Is sender’s email fake?

• Spammers don’t use their own email address
̶ people receiving spam will complain

̶ spammer will have their account cancelled

• Spammers use valid email addresses
̶ just not their own!

̶ ever have someone accuse you of spamming them?

Receiving mail server
b.com

MAIL FROM: <joe@a.org>
• I have an email from joe@a.org

Instead of…

250 Ok

Go ahead, but I will test
• could I send an email to joe@a.org

• if it fails, must be a spammer
• discard incoming email

Sending mail server
a.org



More sophisticated 
authentication & integrity

• SPF (Sender Policy Framework)
̶ domain owners publish a DNS TXT record

̵ lists authorized IP addresses or servers that can send email for their 
domain

̶ receiving servers check sending server against list
̵ failure indicate potential forgery

• DKIM (DomainKeys Identified Mail)
̶ cryptographic signature added to email headers

̶ receivers verify the signature matches

• DMARC (Domain-based Message Authentication)
̶ builds on SPF and DKIM

̶ requires alignment between the From header domain and receiving 
domain

̶ includes policies & reporting so owners monitor unauthorized use



Problems with authentication 
& integrity

• Testing sender’s email address

̶ spammers can use random, real email addresses

• Nothing in the RFCs says email systems

̶ must use SPF, DKIM, or DMARC

• Lack of SPF, DKIM, DMARC

̶ doesn’t definitively say email is fraudulent

̶ receiving email systems may just tag the email as suspicious

• Since Feb 2024 Google requires:

̶ senders to Gmail users must use SPF & DKIM

̶ bulk senders (over 5,000 emails per day) also need DMARC



What works to reduce spam?



Major email providers

• Use very sophisticated means of detecting spam

̶ cocktail of many techniques

̶ secret sauce

• Very effective

Gmail stops more than 99.9% of spam, phishing & malware 
and blocks nearly 15 billion unwanted emails every day 
(Google, October 2023)



Bayesian filters

• Predicts likelihood of a new email being spam

̶ based on what you have said is spam in the past

• You indicate which emails are spam to you

̶ email containing breast enlargement is spam

̶ …unless you are a doctor!

• Filter gets smarter over time

• Many POP/IMAP email clients employ Bayesian filters

A Plan for Spam - Paul Graham (August 2002) 
https://www.paulgraham.com/spam.html



Can you detect spam?
  - inevitable at least some spam will
    make it through to your mailbox



Who sent that email?

• Nobody can/should count on From address

̶ can never be sure From is correct

• Be suspicious

̶ look for additional clues

I don’t recognize address

…but I use Camtasia

Hover mouse over link
• don’t click!

Status bar
• not likely from Camtasia



Who sent that email?

• I never, ever, ever, ever trust the From address

̶ they can always be spoofed…and can be anything

̶ Alan German <Alan.German@opcug.ca>

̵ looks fine

̵ glean no useful information

• Obvious fake From address helps identify an email as 
spam/fraud

̶ TD Bank <postmaster@8c4a90a8e4.nxcli.io> 

̵ highly unlikely TD Bank is emailing from a mailbox in the
British Indian Ocean Territory (TLD: IO)

̵ obvious spam/scam

̵ don’t need to look further

mailto:Alan.German@opcug.ca
mailto:postmaster@8c4a90a8e4.nxcli.io


Spam or not spam?

Thunderbird labelled as spam

Someone wants to give me $1.5 million
• sweet!

Okay, an obvious scam

Don’t recognize From
• alas, from South Korea
• probably a scam?



Spam or not spam
Don’t recognize From
• maybe I forgot I signed up 

for a service
• doesn’t look suspicious

Don’t enable remote content
• unless sure email is legit
• spammers use remote image 

tags to show you opened email

Don’t use unsubscribe links unless 
sure it is legit email

Could be a legit email, but
• Thunderbird flagged it as spam

To be safe—ignore it

I actually don’t know if this is spam!
• check my password manager to see if I have an account at site
• go to site manually and see if I recognize it



Spam or not spam?

Thunderbird labelled as spam

Looks like an expected email
• probably not spam
• could be someone trying to trick me

From looks legit
• but, of course, don’t trust it

To be safe
• manually browse to

My Service Ottawa

This was a false positive
• might have been costly to miss!
• check spam folder regularly for false positives

Hover over link

• looks legit
• domain Ottawa.ca



Phishing
  - a dangerous form of spam



What is phishing?

• Attacker sends fake email
̶ looks like it’s from a legit company

̵ your bank, Microsoft, Amazon, a coworker, etc.

• Attacker wants to
̶ trick you into giving up sensitive information or clicking something harmful

̵ steal login credentials (usernames and passwords)
̵ capture financial details such as credit-card numbers or bank-account information
̵ install malware on your device through links or attachments

• Email often pretends to be urgent
̶ Your account will be closed!
̶ Verify your payment now

• Usually includes a link
̶ opens a fake login page that looks just like the real website
̶ anything you type goes to the attacker

• Sender address & links often slightly wrong
̶ service@amaz0n-support.ca instead of service@amazon-support.ca
̶ https://www.amaz0n.ca instead of https://www.amazon.ca



Protecting against phishing

• Don’t click links or open attachments in
unexpected or suspicious emails

• Go directly to the real website

̶ by typing the URL yourself instead of using link in the email

̵ if you think it is not a scam, you must be familiar with the site

• Contact sender using known good email/phone number

̶ don’t trust email addresses or phone numbers in the email

̵ if it’s your bank, Hydro Ottawa, CRA, … you have paperwork 
from them with contact info

• In case you get successfully phished

̶ enable multi-factor authentication important accounts

̶ stolen credentials less useful to attackers



Alan German
Ottawa PC Users’ Group

February 11, 2026                     

The Ins and Outs of 
Electronic Mail – Part 2



Topics in this session

1.  Organizing mail with folders and filters

2.  Transferring address books/mail folders

3.  Creating and using portable E-mail addresses



Thunderbird

https://www.thunderbird.net/en-US/

We will use Thunderbird as a specific example 
of an E-mail client; however, many other 
programs work in a similar fashion



Folders and Filters

Do you have a single inbox containing dozens 
or hundreds of messages?

Do you share an inbox with your significant 
other (and hate having to sift through all their 
junk to find your gems)?

It’s time to organize your E-mail with a set of 
folders…

…and, make sorting through messages 
automatic with a range of filters











Add Another Folder





























Message Filter

















Right-click on
Personal Address Book









Import addresses from a CSV file
to the Personal Address Book















• Set up a Thunderbird account for Gmail
• Thunderbird will connect to Gmail’s server
• All of the Gmail folders (IMAP) and 

messages will be downloaded to local 
storage

• By default, the messages/folders will stay 
synchronized with those on Gmail

Transfer Gmail to Thunderbird



• Switching ISP’s
• Use an IMAP client to download all mail 

from the old ISP’s mail server
• Save messages to a local folder
• Tell people your new email address
• Keep the local folder for the old mail
• Move (or copy to be safe) mail to the new 

ISP’s mail server using IMAP
• Cancel the old account
• Seriously consider switching to a non-ISP, 

portable E-mail address
      (The ISP probably got you into a mess in the first place!)

Generic Message Transfer





















https://freefilesync.org









All the good ones (and some 
not so good) have been taken

Available:

̶ Alangerman439

̶ Germanalan712

̶ agerman515



An Alternate Strategy



SecretPassword



Disposable E-mail Addresses

• Chris wants to get create an account at 
SmallRig Canada

̶ get emails about products & specials

• He doesn’t want to use chris.taylor@opcug.ca

̶ he doesn’t necessarily trust SmallRig

̶ what if SmallRig sells his address to spammers?

mailto:chris.taylor@opcug.ca


• National Capital Freenet (NCF) allows you to create 
disposable/throw-away addresses as aliases to your 
actual NCF address, e.g.
̶ SR.bpu19z@ncf.ca as an alias to CTaylor@ncf.ca 

• SR.bpu19z@ncf.ca can be used to register at 
SmallRig

• Emails sent to SR.bpu19z@ncf.ca end up in Chris’s 
mailbox CTaylor@ncf.ca  

• They remain addressed to SR.bpu19z@ncf.ca  
̶ Chris can tell that it was sent to the disposable address

̶ can create rules to move such messages to a specific folder 
if he wants to organize emails

̶ emails can be auto-forwarded from NCF address to 
another address e.g. chris.taylor@opcug.ca if he doesn’t 
want to have to sign in at NCF to get emails

mailto:SR.bpu19z@ncf.ca
mailto:SR.bpu19z@ncf.ca
mailto:Ctaylor@ncf.ca
mailto:SR.bpu9z@ncf.ca
mailto:SR.bpu9z@ncf.ca
mailto:SR.bpu9z@ncf.ca
mailto:CTaylor@ncf.ca
mailto:SR.bpu9z@ncf.ca
mailto:chris.taylor@opcug.ca


• If SmallRig
̶ sells Chris’s address SR.bpu19z@ncf.ca to a spammer

• Chris can
̶ delete the SR.bpu19z@ncf.ca alias

̶ subsequent mails sent to SR.bpu19z@ncf.ca bounce as
no such user

• When sending email, Chris can choose any of the 
disposable email addresses to be the From address
̶ if SmallRig proves not to be a problem, they never need 

know Chris used an alias

• NCF allows an unlimited number of disposable 
email addresses.

If you want an NCF mailbox, the 
recommended donation is $12/year

- a reasonable price for truly 
disposable email addresses https://www.ncf.ca/

mailto:SR.bpu19z@ncf.ca
mailto:SR.bpu19z@ncf.ca
mailto:SR.bpu19z@ncf.ca


Temp-Mail

https://temp-mail.org

• Throw-away/disposable E-mail service
• Temporary, secure, anonymous, and free
• Receive mail at a temporary address
• Self-destructs after a certain time elapses
• Use for website registration, etc. 
• Avoid spam
• Stay safe



Portable and Completely Flexible!

mail@xyz.ca



Portable and Completely Flexible!

mail@xyz.ca

(1) Establish your own domain



Portable and Completely Flexible!

mail@xyz.ca

(1) Establish your own domain

(2) Use any username that you wish!







Watch the small print
Renews at $17.99/yr 





Check features vs. price   











Contact Me



Contact Me



Any Questions
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