
Alan German
Ottawa PC Users’ Group

September  10, 2025 

Windows 10 
End of Life 

What Next? 



End of Life

• Windows 10 will reach end-of-life (EOL)

    on October 14, 2025

• What does this mean?

• After October 14th, there will be:

̶ no further Windows Updates

̶ no security updates (patches)

̶ no driver updates (hardware support)

̶ no new features

̶ no further technical support



International E-Waste Day, is observed 
every year on October 14th

https://weee-forum.org



Now what?

• Don’t panic!  You have one year to decide

• Windows 10 will continue to receive security 
updates (Patch Tuesday, etc.) until next October

• Options at (or before) EOL:

̶ Update to Windows 11 (if possible)

̶ Keep using Windows 10

̶ Purchase extended support from Microsoft

̶ Purchase third-party extended support

̶ Buy a new computer with Windows 11

five weeks
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YouTubeTech

Windows 10 is DEAD!

https://www.youtube.com/watch?v=jN3ShDRoQvQ



YouTubeTech

Using Windows 10? Do THIS 
Now Before It's Too Late!

https://www.youtube.com/watch?v=am0O6GpB7qI



YouTubeTech

Windows 10: Four Months to Go

https://www.youtube.com/watch?v=gRjD_XJuo7g



Windows 10   53.2%

Windows 11   43.2 %

May, 2025



Windows 10   48.8%

Windows 11   48.0 %

Surge in Windows 11 users 
in June but still 50-50!

June, 2025





First Things First

• Can I update to Windows 11?    



First Things First

https://support.microsoft.com/en-us/windows/ways-to-install-
windows-11-e0edbbfb-cfc5-4011-868b-2ce77ac7c70e
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https://www.microsoft.com/en-us/software-download/windows11



What about the rest of us?



https://www.microsoft.com/en-ca/windows/windows-11-specifications



https://www.microsoft.com/en-ca/windows/windows-11-specifications



https://www.microsoft.com/en-ca/windows/windows-11#pchealthcheck



https://www.microsoft.com/en-ca/windows/windows-11#pchealthcheck

















https://support.microsoft.com/en-us/windows/
enable-tpm-2-0-on-your-pc-1fd5a332-360d-4f46-a1e7-ae6b0c90645c



YouTubeTech

Windows TPM Trap

https://www.youtube.com/watch?v=dGj0rVZGfuk









More



Settings > System > About 
> Windows Specifications







Core i5

Core i7



No Core i7-4510U
 



Ctrl-F = Find









Other Options

• Keep using Windows 10

• Purchase extended support from Microsoft

• Purchase third-party extended support

• Buy a new computer with Windows 11

• Trade up to Linux

             So, which is best?



Keep Using Windows 10 as Usual

• Not recommended!

• No security updates

• No updated anti-virus signatures (Defender) *

• No technical support/troubleshooting

• Computer will be vulnerable to attack

• Hackers will put a lot of effort into compromising 
vulnerable machines

• Hardware/software compatibility issues may arise

• System performance may decline   

* Updates for Defender on Windows 10 through October 2028



Updates for Microsoft Defender

• Microsoft will continue to provide Security 
Intelligence Updates for Microsoft Defender 
Antivirus on Windows 10 through October 2028

https://blogs.windows.com/windowsexperience/
2025/06/24/stay-secure-with-windows-11-copilot-
pcs-and-windows-365-before-support-ends-for-
windows-10/



Switch to Windows 10 LTSC

• Windows 10 Enterprise LTSC 
    (Long-Term Servicing Channel)

• Stable version for businesses (e.g. ATM's)

• 2021 LTSC edition gets security patches until 
January 2027; the IoT variant extends that to 2032 

• Need a valid license to activate LTSC

• Cheap key (US $20-30) available online through 
established resellers

https://www.makeuseof.com/sticking-with-
windows-10-until-2030-plan/



Complexity/Limitations

• Clean install (reinstall your apps)

• Upgrade (requires registry edits)

• Some new software won't install on older 
versions of Windows

• Need to install some system software 
    (e.g. Microsoft Store app)

• Can the licence purchased from a third-party 
seller be trusted?

• An unknown aspect of this option 



Install Windows 11 Anyway

• Not recommended

• Availability of security updates/anti-virus 
signatures is uncertain

• No technical support

• Hardware/software compatibility issues may arise

• A great unknown!

     



Purchase Extended Support

https://learn.microsoft.com/en-us/windows/whats-
new/extended-security-updates



Purchase Extended Security Updates

• Microsoft’s ESU programme(s)

• Must be running Windows 10 Version 22H2

• Only provides security updates

• Doesn’t provide any new features nor bug fixes

• No technical support

• Program enrollment will be available closer to 
the end of support in 2025

• Specific ESU program for consumers:

̶ a one-year option

̶ available for $30
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https://support.microsoft.com/en-gb/windows/windows-10-
consumer-extended-security-updates-esu-program-
33e17de9-36b3-43bb-874d-6c53d2e4bf42



Windows 10 EOL

• Extended Security Updates (ESU) programme

• Updates through October 13, 2026.

• Free options (reward points, synchronize settings)

• Ten licenses to continue using Windows 10

• Use for multiple machines

https://support.microsoft.com/en-us/windows/windows-
10-consumer-extended-security-updates-esu-program-
33e17de9-36b3-43bb-874d-6c53d2e4bf42

You can use your existing ESU license on up to 10 devices 
once you enroll in ESU. Just go to Settings > Update & 
Security >Windows Update and select Enroll now.



YouTubeTech

Setting Up Windows 10 ESUs - 
For Free!

https://www.youtube.com/watch?v=ERDjeKN1_Es



     Check your points total at:     
      https://rewards.bing.com/







But, not so fast...

1. Download and install
     the app

2. Sign into the app with
    your Microsoft account

3. Complete two searches
    within 14 days using
    the app

4. The 500 points will be
     automatically added
     to your account





Staggered Release

• ESU enrollment commenced in July

• Enroll button is slowly rolling out

• Huge chunk of users are yet to gain access

• Chaotic rollout frustrating millions!

• All eligible users will be able to enroll before 
October 14th

https://www.windowslatest.com/2025/08/25/hate-windows-11-windows-
10s-extended-updates-enroll-button-is-slowly-rolling-out-says-microsoft/

https://www.windowscentral.com/microsoft/windows-10/windows-10-
microsoft-chaotic-esu-rollout



Purchase Third-Party Security Patches

• 0Patch (https://0patch.com)

• Delivers “micropatches” to fix vulnerabilities

• 0patch Agent monitors running processes

• Immediately applies any available patch

• Windows 10 v22H2 scheduled for October 2025

• € 24.95 per annum (approx. $37)

• Reliability of non-Microsoft patches?

• Another unknown

https://0patch.com/
https://0patch.com/


Buy a New Computer

• Windows 11 will be installed by default

• Cost of new hardware

• Compatibility of old software

• Abandon serviceable machine (E-waste?)

 



• Linux is only for geeks

̶ No it isn’t

• Linux is hard to learn

̶ No it isn’t; it’s very like Windows

• You have to use the command line

̶ No you don’t; most operations use a GUI  

• The applications are different

̶ Some are but they work just as well

̶ Some are the same (cross-platform)

̶ Some Windows programs will run on Linux

Trading up to Linux



• Linux is a free, open-source operating system

• It comes bundled with a set of useful applications

• Easy to install and use (but there is a learning curve)

• The desktop environment is very Windows-like

• Run Linux and Windows in dual-boot mode

• Boot by default into Linux for “normal” use

• Available applications may be sufficient

• Many Windows programs can run under Linux 

• Boot into Windows 10 to run Windows-specific 
software off-line

What is Linux?



The Process

• Download Linux Mint

• Create a bootable USB (or DVD) drive

• Boot the computer into Linux from the USB

• Check the hardware compatibility

• Review the applications bundled in the distro

• Install Linux dual-booted with Windows

• Boot into Linux or Windows from the 
    GRUB menu
• Install Wine and/or Play on Linux to run 

Windows programs in Linux

                                                                





https://linuxnorth.wordpress.com/
running-linux-mint-from-a-live-usb/



Four Requirements

1. ISO file for Linux Mint 22 Cinnamon Edition 
Version 22 (Wilma)

2. USB flash drive, with a capacity of 4 GB or more       
(empty or files that can be overwritten)

3. EXE file for Balena Etcher to create a bootable disk

4. Know how to boot the computer from a USB 
drive*

               * Search on Google for

                 Boot <your computer’s make and model> from USB

Latest release is Version 22.2 Zara



https://linuxmint.com  



https://etcher.balena.io

Three steps to flash the ISO file
to create a bootable USB drive  



Reboot the Computer using the USB

• How do you do this?



GRand Unified Bootloader Menu (GRUB)



• Be patient as the boot process will take a 
little time

• We are booting directly from the USB drive 
which is relatively slow

• The process will involve black screens, and 
the occasional green-and-white Linux Mint 
(lm) logo

• The Linux desktop will eventually load in all 
its splendour! 





Main menu



Linux desktop



Installation Process

• Double-click on Install Linux Mint

• Launches an installation wizard

• Many of the required inputs are straightforward

• Some may require a little explanation (to follow)   



https://linuxnorth.wordpress.com/installing-
linux-mint-as-a-dual-boot-system/



Establishes Wi-Fi for all
  successive boot-ups









This establishes the time zone (EST)

   (There is no entry for Ottawa)



Anything can be entered (except that the
  username must begin with a lowercase letter)
 

  Leave the login/encryption entries as the defaults







Main menu



Main Menu Categories

• Accessories

• Graphics

• Internet

• Office

• Sound & Video

• Administration

• Preferences

• Places

• Recent Files









Update Manager

• An icon on the right-end of the panel 
indicates when updates are available

• Applying updates is under the control
    of the user (double-click on the icon)

• There are three categories of updates:

̶ security patches (shield icon)

̶ kernel updates (lightning bolt icon)

̶ software updates (up-arrow icon)

• Recommendation is to apply all 
    available updates







2 updates, 3 MB



17 seconds !



Multiple Installation Methods

1.   Software Manager
         - user-friendly interface, curated packages
         - easiest when desired package is available

2.   Debian Software Package file (.deb)
         - special type of tar (archive) file

3.   Terminal (Command line interface)
         - use commands from reliable source     



Software Manager   







Search













WINE – WIne is Not an Emulator

• Windows has a proprietary set of system calls,  
library functions, etc.

• WINE acts as a compatibility “layer”

• Linux developers have reverse-engineered calls 
to Windows API’s

• WINE intercepts Windows calls and 
    translates them to Linux (POSIX)
    equivalents 



https://www.playonlinux.com/en/













Summary

• Windows 10 End-of-Life October 14, 2025

• Security updates as usual until then

• Options at (or before) EOL:

̶ Update to Windows 11 (if possible)

̶ Keep using Windows 10

̶ Purchase extended support from Microsoft

̶ Purchase third-party extended support

̶ Buy a new computer with Windows 11

̶ Trade up to Linux



Any Questions
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