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Exposures – what can you lose

 Identity, accounts
 Privacy, data
 Dollars
 Functionality
 Communication ability
 Time
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Privacy, data

 Documents
 Photographs
 Video
 Email, chat
 Programs
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Who/what are the threats?

 Hardware malfunction
 Fire, flood, theft
 Power glitches/failure
 Internet thieves/vandals
 State actors – vs. journalists, protestors

– Need extreme security!!
2021 Dec 8 Tom Trottier slide 4



Action
matrix

Exposure

Action #

Privacy & Data 
Loss

Loss of 
function Physical Theft Travel

exposure
Inter-

ception Ads Ability to Communicate Power
loss

Hardware
Malfunction Web Account Loss

Keep software up-to-date 6 ✅ ✅ ✅ ✅ ✅ ✅

Local backup 5 ✅ ✅ ✅ ✅ ✅

Router firewall 3 ✅ ✅ ✅

DNS protection 3 ✅ ✅ ✅

Cloud/Friend backup 3 ✅❌ ✅ ✅

Local data encryption 3 ✅ ✅ ✅

Multifactor account authentication 3 ✅ ✅ ✅

Save old software installs 3 ✅ ✅ ✅

Virtual Private Network 3 ✅ ✅ ✅

Social media circumspection 3 ✅ ✅ ✅

Cover camera, microphone 2 ✅ ✅

PC firewall 2 ✅ ✅

Software updates 2 ✅ ✅

Browser settings, addons 2 ✅ ✅

Erase data before discarding 2 ✅ ✅

Phishing awareness 2 ✅ ✅

Uninstall old software 2 ✅ ✅

Uninterruptable Power Supply 2 ✅ ✅

Short key time 2 ✅ ✅

HTTPS/SFTP (ecrypted communications) 2 ✅ ✅

Long unique recorded passwords 2 ✅ ✅

Active antivirus 1 ✅

Antivirus scans (on/off-line) 1 ✅

Beware "Popups" 1 ✅

Alert new/deleted startup programs 1 ✅

1 ✅

Standard Windows User 1 ✅

Threat awareness 1 ✅

Alerts of new wifi devices 1 ✅

Isolate guests & IOT devices 1 ✅

Fire extinguisher 1 ✅

HaveIBeenPwned registration ✅ ✅ ✅ ✅

=== === === === === === === === === ===

Count 27 9 6 6 6 4 4 3 4 2
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Act to avoid or mitigate damage

 Encrypt data, communications
 Backup data, programs hardware
 Authenticate user
 Prevent problems
 Detect problems & correct
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Encrypt Disks

 Hardware – Set password in BIOS
 Veracrypt (Win, Mac, Linux)

– https://www.veracrypt.fr/code/VeraCrypt/ 

 Windows 
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Windows 

 “Device Encryption”
– https://www.howtogeek.com/234826/how-to-enable-full-

disk-encryption-on-windows-10/ 

– Requires MS account, PC support
 Can recover encryption key from MS

– Often default on some PCs, e.g. ASUS T100

 Bitlocker (in Windows Pro)
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Encrypt Communications

 No guarantee of other end identity – that’s 
Authentication

 HTTPS - Hypertext Transfer Protocol Secure
 SFTP – Secure File Transfer Protocol
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SFTP – Secure File Transfer Protocol

 E.g.
Filezilla
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Encrypt Files

 7-zip offers
archive encryption 
with compression
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Backup 

 Keep original/previous program install 
CDs/DVDs/ZIPs/MSIs/EXEs

 Hardware – extra/old cables, disks, routers, PCs in case 
of failure & immediate need
– For devices, need to keep software current

 PC Account
– Have backup Admin account
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Data, programs
 Cloud backup, e.g., https://www.backblaze.com/ Google, 

Dropbox, Onedrive
 Local attached storage

– Network attached(NAS) – available to all devices, e.g., phone, TV
– USB attached (3, 3.1, 3.2 is faster than gigabit NAS)

 Might avoid ransomware by attaching only when backing up

 Backup Software

2021 Dec 8 Tom Trottier slide 13



Backup Software
 https://opcug.ca/Reviews/EaseUSBackup65.htm 
 Windows - File History - OS  system disk image
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Authentication – who are  you?

 Passwords
– PC, Disk – can set in bios
– Windows

 21 characters plus to avoid Rainbow tables discovery

– Password manager - PC, phone, tablet
 Lastpass, 1pass
 https://keepass.info/

 Multifactor
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Multifactor - something you:
 Have, e.g. “key”

– FIDO2(USB/bluetooth/NFC “key”), bank card, …

 Know
– Password, pass-phrase, PIN,…

 Are
– Fingerprint, face, retina, voice, iris,…

 Can do
– Recognize Amazon obfuscated characters, reCaptcha images,…

 Fit 
– Location, connection, network, software,… 
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Prevention
 Circumspect social awareness posts

– Avoid telling world you are on vacation!

 Fire extinguisher for “class C” (electrical) fires
– https://wiki.ezvid.com/best-fire-extinguishers 

 Careful power, wire management
 Surge suppressors to manage lightning surges
 For floods, plans (attic, sand bags,…)
 Use standard account ordinarily, administrator account for installs
 Virus/privacy filter , firewall
 Uninterruptable Power Supply - for graceful PC, NAS shutdown
 Your network awareness -
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Uninterruptable Power Supply

 Gives 10-15 minutes 
for graceful PC, NAS shutdown 

 Plus generator if power failures common
 Data Centres are usually put on the boundary of 

two power grids & tied to both to avoid shutting 
down if one fails.
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Windows Firewall Control

 https://www.binisoft.org/wfc.php
 Nicer interface to Windows Firewall
 Alerts about new accesses
 Create, delete edit firewall rules
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Firewall alerts
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Virus/privacy filter 

 Windows “Security” very good
 Windows Firewall good
 Browser add-ons

– Umatrix
– Ublock origin
– Privacy badger
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Umatrix
 Add-on

(extension) 
for most 
browsers

 Can click 
boxes/lines 
to allow/
disallow
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Ublock
origin Add-on

(extension) for 
most browsers

 Can click 
boxes/lines to 
allow/
disallow
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Privacy badger
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Detection
 https://haveibeenpwned.com/
 Virus scans

– Windows 
 Phishing/popup awareness

– Don’t click links!
 POPfile
 Winpatrol
 WifiGuard
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Virus scans

 Bootable Offline virus scans available
– Safer
– Works with dead systems
– https://www.raymond.cc/blog/portable-emsisoft-

anti-malware-5-0-from-free-emergency-kit/
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Phishing/popup awareness
 Phishing emails/posts/popups often look like:

– Friends’ links!
– Deliveries
– Invoices
– Email host hiccups
– Bank notices

 Don’t click! Use your or google links to correct site.
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POPfile

 Used with offline mail like Outlook, Thunderbird
 Acts as proxy to get mail
 Uses bayseian logic to classify email
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Popfile
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Popfile

 Teaching
Popfile
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Popfile
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Winpatrol

 Abandonware
 Alerts changes to startup 

programs
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WifiGuard
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Autoruns
 Microsoft program
 https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns
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Security layers

 No single magic bullet
 Action + awareness
 Good  Luck!
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