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ARTICLE 

 

Exploring Android's File System – Part 2 

I 
n the earlier article in this series, 
we saw that the internal storage on 
an Android device normally uses a 

GPT partitioning scheme and may 
contain dozens of disk partitions.  In 
particular, I noted that the 8 GB 
eMMC flash drive in my Motorola 
Moto G3 smartphone contains 42 
partitions. 

 

End users do not normally see the full 
structure of the Android storage sys-
tem as most of the details are hidden 
by the operating system.  However, 
users with root access to the device 
can list the available partitions (see 
Figure 1). 

Many of the partitions, e.g. sb11, 
DDR, likely have unfamiliar names 
and purposes.  However, the nature of 
several other partitions, such as boot 
and recovery, is relatively clear.  The 
boot partition contains files, such as 
the kernel image, that are used to 
boot Android normally.  The recov-
ery partition is used as an alternate 
boot location when conducting vari-
ous operations, such as a factory re-
set, and for (automatically) installing 
system updates.  

 

From the end user's standpoint, the 
last two partitions are the most im-
portant, namely: system and userdata.  
The system partition holds portions 
of the operating system such as li-
braries, files related to the user inter-
face, and applications that have been 
pre-installed by the phone's manufac-
turer.  The contents of the userdata 
partition includes user-installed apps 
and the files and folders that are 
available to the end user. 

  

In Windows, accessing and/or using 
some of the system files and folders 
may require elevated privileges 
through User Account Control 
(UAC).  Linux uses the sudo (Super 
User) command for the same pur-
pose.  However, in both of these op-

erating systems the files and folders 
across the entire file system are visi-
ble to the end user.  But, this level of 
file system transparency is not usual-
ly the case with Android even though 
this OS essentially uses both the 
Linux kernel and the basic Linux file 
system.  In Android, a regular (non-
root) user can't see any of the folders 
in the system partition, and can only 
see a portion of the userdata partition. 

 

The Android boot process itself is not 
exactly simple.  A very good descrip-
tion is given by Dave Smith from 
New Circle, Inc. in a one-hour 
YouTube video entitled "Digging 
Into Android Startup".  The good 
news is that, if you are only interested 
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2021 CALENDAR 

Meetings Date Time and Venue 

Regular Monthly Meeting Wednesday, December 8th 
7:30 pm via Zoom video conference: https://tinyurl.com/opcug-meeting 
To see all scheduled events, visit https://opcug.ca/#upcoming 

Q&A Session N/A 
Until further notice, Q&A sessions are no longer held after regular 
monthly meetings. Join us on all other Wednesdays for weekly Q&A. 

Beer BOF (Wing SIG East) Wednesday, December 8th 
Enjoy a cold brew or other beverage in the comfort of your home during 
the video conference. 

 

Next Meeting 
 

Wednesday, December 8th, 2021 

 
Topic: SECURITY LAYERS 
Speaker: Tom Trottier , OPCUG  

There is no magic security bullet, no single protection against 
others trying to scam you, ransomware you, or steal your identity. 
What you can do is what people do in the winter: put on layers. 

Tom will go through the threats, vulnerabilities, and the methods 
and programs he uses to protect his personal computer and devic-
es against infiltration – and exfiltration. He will point to other 
ways to increase/improve your layers. Tom will also have recom-
mendations on security podcasts you can listen to in order to stay 
current on the latest security threats. 

Tom has been using computers professionally or personally since 
1968 and the time of BBSs (Bulletin Board Systems) pre-internet, 
when monitors had green text and a great improvement was amber 
text. 

 

Due to COVID-19 restrictions, this meeting will be via Zoom 
video conference. 

Join us at https://tinyurl.com/opcug-meeting. The Zoom link will 
be live at 7:15 pm. The meeting will begin at 7:30 pm. 

The above link includes the meeting ID and password. However, 
if you are prompted for the information, use: 

Meeting ID: 924 9556 0898 
Password: opcug 

Instructions for using Zoom are provided here:  
https://opcug.ca/wp-content/uploads/Zoom-instructionsv3.pdf 

 

Until further notice, Q&A sessions are no longer held after regular 
monthly meetings. Hence, monthly meetings now end 1 hour ear-
lier at 9 pm. Everyone is welcome to join us on all other Wednes-
days for weekly Q&A sessions. 

All scheduled regular monthly meetings, weekly Q&A sessions, and a link to OPCUG presentations at the OPL are 
posted on our website at https://opcug.ca/#upcoming. All events are via video conference until further notice. 

Coming Up in 2022 
 
 
January 12 

Topic: Encryption 101 
Speaker: Stephane Richard, OPCUG 

If you are using a computer and the internet, you are using 
cryptography. This presentation provides a basic introduc-
tion to cryptography. It covers the definitions of the terms 
used in cryptography and basic cryptographic processes. 
[more…] 

 

February 9 

Topic: Getting Started in Genealogical Research 
Speakers: Heather Oakley and Mike More, Ottawa branch 
of the Ontario Genealogical Society  

Mike Moore says, "I don’t know how many times I have 
heard somebody say 'I wish I’d known that when I started 
my genealogy'". There is no RIGHT way to do genealogy 
but there are better ways. [more…] 

 

March 9 

Topic: Microsoft Teams 
Speaker: Lawrence Patterson, OPCUG  

(details to follow) 

 

April 13 

Topic: Office Smackdown 
Speakers: Alan German and Chris Taylor, OPCUG 

Are there any significant limitations in using LibreOffice 
instead of Microsoft Office?  In this presentation, we will 
review the features of the major modules of both packages. 
[more…] 

https://opcug.ca/events/qa-weekly-session/
https://opcug.ca/events/security-layers/
https://opcug.ca/events/qa-weekly-session/
http://opcug.ca/#upcoming
https://opcug.ca/events/qa-weekly-session/
https://opcug.ca/opl-presentations/
https://opcug.ca/events/encryption-101/
https://opcug.ca/events/genealogy/
https://opcug.ca/events/office-smackdown/
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Introduction to WinGet 

What is WinGet 
WinGet is an official package manager for Windows, which was released by Microsoft on May 26, 2021.  A package manager 
provides software install automation; allowing users to quickly and easily find, install and update software using simple com-
mands.  This is especially useful when setting up a new PC as one can simply execute a PowerShell script with a series of 
WinGet install commands for any available software. 

 

WinGet is supported for Windows 10 1809 and later.  At the moment it must be installed manually, though is likely to be includ-
ed as part of Windows in the future. 

How to install WinGet 
The simplest method to install WinGet is through the Microsoft Store, using these steps: 

 From the Start menu open Microsoft Store. 

 In the Microsoft Store click on the Search button.  Enter the search term App Installer.  Be sure to confirm it is the 

one released by Microsoft. 

 

 Click on the Get button, which will then present an Install button to click.   

Once installed, the application will be automatically updated as new versions are released. 

How to use WinGet 
WinGet commands can be executed from either Windows Command Prompt or PowerShell.  In either case I suggest you select 
Run as Administrator.  Doing so will ensure you don’t get prompts to approve every software install. 

 
As an example I will demonstrate the installation of Notepad++. 

 

To search for the Notepad++ application, the first command we will execute is winget search notepad++ .  

 

On your first execution, you will likely receive a prompt asking if you agree to the source agreements terms. Please, select Yes.  
This prompt only occurs on the first execution or if the terms are changed. 

 

(Continued on next page) 

by Tristan Wrubleski 



Page 4  

Volume 38 ,  Number 10  

 

Once the terms are accepted our WinGet command will proceed, giving us the following results. 

 

I highly recommend for any software that only the official and stable releases be used.  In the case of NotePad++, we can see the 
release we want has the Id of Notepad++.Notepad++ . 

 

We will now use this Id to install the application silently with all default settings.  This is done by executing the command winget 
install --id Notepad++.Notepad++ --silent . 

 

That’s it! NotePad++ is now installed and ready to be used. 

Additional Information 
If you would like to explore more of the commands available for WinGet, the full documentation can be found here:  
https://docs.microsoft.com/en-us/windows/package-manager/winget/. 

 

I would also encourage you as a PC enthusiast to contribute by suggesting features or submitting bug reports, to the WinGet team 
on their official GitHub repository at https://github.com/microsoft/winget-cli. 

 

WinGet   (Continued from page 3) 

Quick Tip 37: Hotkeys 
by Chris Taylor 

Hotkeys are keystrokes for performing functions that otherwise require you to take your hands off the keyboard, grab the mouse, 
and dig into menus or click on-screen controls. Some are (usually) well-known, such as Ctrl+c to copy, Ctrl+z to undo, and Ctrl-b 
for bold. Here are a few less-common hotkeys that I find useful enough to remember: 

 Win+i – open the Settings app 

 Win+up/down arrow keys – maximize/minimize/restore current window 

 F2 – rename a file in File Explorer 

 Win+v – open clipboard history 

 Win+m – minimize all windows 

 Shift+Alt+up/down arrow keys – in Microsoft Word, move paragraph up/down 

 Win+Ctrl+c – toggle colour filters on and off (enable shortcut in Settings|Ease of Access|Colour filters). Especially 
useful to photographers to quickly view a photo in B&W. 

The last one is very useful to me, but not likely worth remembering for most people. Don’t waste brain cells remembering hot-
keys for functions you rarely use. Peruse lists of shortcut keys on the Internet or review the shortcut keys available in the pro-

grams you use to find some that are worth remembering—for you. 

https://docs.microsoft.com/en-us/windows/package-manager/winget/
https://github.com/microsoft/winget-cli
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Intentional Camera Movement 
by Lynda Buske 

 

No, really, I did this on purpose! 

 

Intentional Camera Movement (ICM) is when you pur-
posely move the camera while the shutter is activated. 
You may wish to create an ethereal image where the 
viewer can still probably identify the items in the image 
(e.g., leaves in Figure 1) or you may wish to have the 
effect result in a purely abstract depiction. Figure 2 is a 
photo of wall graffiti but is now completely abstract. 

 
Figure 1 

Figure 2 

In terms of camera settings, there is a lot of trial and error 
so don’t be surprised if you keep only one image out of 
10 or 20. The idea is to give yourself enough time to 
move the camera up and down, side to side, or even in a 
wavy motion to create an interesting effect. 

Lynda regularly gives presentations for the OPCUG at the Ottawa Public Library (https://opcug.ca/opl-presentations/). 
This article is also in PDF format on the OPCUG website (https://opcug.ca/digital-photography/). 

A guide to digital photography for computer enthusiasts. After the click of your camera, you’re only half done! 

THROUGH THE LENS 

If you shoot mostly in Auto, your camera will never give you a 
shutter speed of 1-2 seconds as it assumes you want the image to 
be sharp so it will either open the aperture wider to let in more 
light or it will bump the ISO (sensitivity). The easiest way to set 
up your camera for ICM photos is to set the dial to shutter priority 
(S or Tv). Select a speed of at least one second, then see if the 
aperture can close tightly enough to ensure your shot is not over-
exposed. If it is a bright day, this may not be possible depending 
on how small an opening your camera can create since you may 
need an aperture of f/20 or more.  

If your camera’s smallest aperture is f/8 or f/10, it is still possible 
to create an ICM image during the day. You may have to move 
your camera very quickly to get the image during the half second 
or less exposure time. Or you can attach a neutral density filter 
that will block some light and allow for a longer exposure time.  

I often use the ICM technique in December when I am shooting 
festive lights around the neighbourhood (see images below). I 

have no 
trouble cre-
ating long 
exposures 
because 
there is so 
little ambi-
ent light at 
that time of 
day. Typi-
cally, I am 
looking for 
between 1 
and 3 sec-

onds to provide enough 
time to execute the mo-
tion. This means you will 
need a smaller aperture 
than usual so the lighter 
sections will not be over-
exposed. Even if your 
camera has an aperture of 
f/10 or less, there should 
be no difficulty at night 
getting an exposure time 
of one second or more. If 
needed, you can eliminate 
any distracting back-
ground by darkening the 
image with free photo 
editing software such as 
Windows Photos or Pho-
toscape X. 

 

 

https://testing.opcug.ca/opl-presentations/
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in how the file system is established, 
you really only need to view the first 
20 minutes or so of the video.  The 
following paragraph provides a sim-
plified view of the boot process in 
terms of the file system management 
activities that occur. 

When an Android device is powered 
on, a bootloader program, that is hard
-coded in the device hardware, is exe-
cuted.  This program sets up the avail-
able hardware then locates and loads 
the kernel image.  Once the Linux 
kernel is running, a program named 
init, is executed.  For our present pur-
poses, one of the main tasks undertak-
en by init is management of the file 
system.  The program creates various 
empty directories, and uses a file sys-
tem table (fstab) to define which par-
titions are mounted, the mount points 
to be used, the file system types, and 
any associated flags (e.g. read-only or 
read-write). 

While we don't see precisely what is 
happening during the boot process, 
with root access, we can identify 
some of the end results for the file 
system.  For example, two of the 
mount points used on my Moto G3 
smartphone are / (root) which is used 
for the system partition, and /data 
which is used to mount the userdata 
partition (see Figure 2). 

Note that the system partition (/dev/
block mmcblk0p41) is mounted as ro 
= read-only whereas the userdata par-
tition (/dev/block mmcblk0p42) is 
mounted as rw = read-write. 

The Android kernel protects the sys-
tem partition and, in particular, does 
not allow access to the partition by 
regular users.  This is why pre-
installed apps, which are stored on the 
system partition, cannot be unin-
stalled.  Only on devices for which 

Android-Part 2   (Continued from page 1) the bootloader has been unlocked, and 
root access established, can the full 
contents of the root folder be viewed. 

We saw that the userdata partition was 
mounted as /data.  With root access 
we can also see the folders contained 
at this mount point.  The file system is 
complex and many folders and sub-
folders are present (see Figure 3).  
However, with a little digging, we can 
identify the purpose for some of these 
folders.  For example, we know that 
user-installed apps are stored some-
where in this partition and, sure 
enough, the folder /data/app contains 
sub-folders such as ca.opcug.sitefinder
-1 (SiteFinder) and com.easy4u.writer
-1 (Writer Plus) which are programs 
that I installed on my phone.  

Figure 3.  Folders at the /data mount 
point 

Another portion of the userdata parti-
tion is used to store the user's data, i.e. 
the files and folders that are shown to 
a regular (non-root) user in a file man-
ager.   Figure 4 shows the list of these 
folders as shown in Google's Files 
app.  The mount point location for this 
group of folders is found to be /data/
media/0 as shown in Figure 5. 

Figure 4.  Moto G3 Internal Storage 

Figure 5.  /data/media/0 mount point 

(Continued on page 8) 
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REVIEW 

F 
or some time my preferred file management app for Android was Asus File 
Manager; however, for some reason this app has been dropped from Google's 
Play Store and, in addition, seems to be no longer listed by ASUS Computer 

Inc, the app's developer.  While an APK (installation) file for this program can be 
downloaded from a number of third-party web sites, I'm not sure that I have com-
plete trust in such sources.  

 

The X-Plore File Manager functioned well for exploring and managing files on my 
rooted phone but I missed the simple interface of the Asus utility.  Looking through 
various on-line reviews and the file managers currently available in the Play Store 
led me to Cx File Explorer. 

 

The good news is that this is a free app and does not display advertisements.  It gets 
good reviews from a number of on-line sources, including Android Authority and 
Lifewire, and has a high rating (4.8/5 based on more than 140,000 reviews) in the 
Play Store.  The (somewhat) bad news is that the developer chooses to remain anon-
ymous, with no web site, and just a Gmail address for support. 

 

The likely upsides were 
enough for me to give the app 
a try and I have to say that I 
am very impressed by the 
quality and functionality of 
the software.  In particular, 
the user interface is very rem-
iniscent of Asus File Manag-
er. 

 

The screenshot shows the 
program's main window 
which. by default, displays 
information on the usage of 
the phone's internal storage 
(in the blue panel at the top of 
the screen), and a set of icons 
(in the lower portion of the 
screen) that can be used to 
navigate to show the contents 
of the main storage, external 
micro-SD card,  Downloads 
folder, etc.  

 

Note the three-horizontal dots 
in the centre of the display 
window.  These indicate that 
additional pages are available 
for the top portion of the dis-
play such that, for example, 
swiping to the left on top of 
the screen brings up the infor-
mation for the micro-SD card. 

 

The LIBRARY tab features a set of 
icons to access documents, images, au-
dio files, videos, and new files stored on 
the system.  The NETWORK tab pro-
vides access to web-based services such 
as Dropbox and Google Drive, a local 
network, or FTP connections. 

 

Clicking on the ANALYZE button for 
one of the storage devices produces a 
breakdown of the disk usage in catego-
ries such as images and documents; a 
list of apps that are using the greatest 
amounts of storage, and the space taken 
by cache files.  A control button can be 
used to clear the cache. 

 

The program has a number of settings 
that include specifying when a notifica-
tion should indicate that the storage is 
nearly full, and the option to use the 
Recycle Bin when deleting files.  A 
Built-in apps section shows that image, 
music and video players, and a text edi-
tor, are included in the app and all of 
these are enabled by default.  I was 
pleased to discover that the built-in Im-
age Viewer has very similar features to 
the Simple Gallery app that I normally 
use, which suggests that the latter may 
actually be redundant.                       

 

I need to make further use of Cx File 
Explorer before I commit to making this 
my daily-driver file manager but first 
impressions are very positive.  So, if 
you could use a simple yet powerful file 
manager for your Android device, it 
may well be worth giving this app a try.  
You won't beat the price!   

 

Bottom Line 

Cx File Explorer (Freeware) 
Version 1.5.8 

https://play.google.com/store/apps/
details?id=com.cxinventor.file.explorer 

 

 

Another File Explorer for Android by Alan German 

https://play.google.com/store/apps/details?id=com.cxinventor.file.explorer
https://play.google.com/store/apps/details?id=com.cxinventor.file.explorer
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These folders are primarily storage 
locations for data files, such as DCIM 
and Pictures which are typically used 
for digital photographs and screen-
shots, and Writer where documents 
produced in Writer Plus are stored. 

The complex, some would say con-
fusing, nature of Android's file sys-
tem can be seen by the fact that, alt-
hough the mount point for these fold-
ers from the root directory is /data/
media/0, different file managers show 
this same group of folders with dif-
ferent mount points.  For example, 
we saw in the previous article in this 
series that Asus File Manager reports 
my phone's internal storage as being 
mounted at /sdcard ("> root > 
sdcard") while the X-plore File Man-
ager indicates this same storage to 
be /storage/emulated/0.  If we dig 
further into the file system as root, we 
discover that the same folders are to 
be found at both /sdcard and /storage/
self/primary! 

The reasons for these multiple mount 
points are not clear (to me); however, 
this is only the start of our problems.  
The situation gets even more com-
plex (confusing!) when we consider 
both the internal and external storage 
locations in more detail.  Stay tuned! 

 

 

Android-Part 2   (Continued from page 6) Quick Tip 38: Light across the world 
by Chris Taylor 

 

Did you ever wonder if the sun is up somewhere else in the world? Windows 10 
can let you know. 

Run Alarms & Clock and select World Clock (1) in the left-hand panel. A map of 
the world is displayed, highlighting where the sun is currently shining. 

 

World Clock has a few other tricks up its sleeve. 

Click Add new city (2) to put extra locations on the map. They will show with the 
current date and time at those locations. 

Want to know what the local time will be when one of your pinned locations is at a 
specific time and don’t want to do the mental arithmetic? Click the Compare button 
(3) and all your pinned locations will be displayed. Choose a time for any one of 
them and the time and date for the other locations will be shown. 

If you right-click on any added location, you can choose Pin to Start. An icon on 
the Start menu will show the current date and time for that location. If you click the 
Start menu icon, it will load Alarms & Clock on the World Clock tab. 

I submitted a suggestion through Feedback Hub that they allow the user to choose 
an arbitrary date and time to see where the sun will be showing at that time. That 
could be useful for things like planning vacations. 

Nominations for OPCUG Board for 2022 

O 
nce a year, the OPCUG holds elections for the 9-member Board of Directors. We are once again 
coming up to this annual event. 

 
We encourage all members to consider running for a board position or getting involved in some other 
manner in the operations of the OPCUG.  

 If you want more information about what is involved, please talk to me or any current or past Board 
member. Names are listed on the back page of this newsletter and on the web site at https://opcug.ca/
executives/ . 

Nominations can be submitted by sending an email to nominations@opcug.ca . 

Nominations must be received by midnight, December 31, 2021. 

Please get involved.  Please help the OPCUG continue in its role of Users Helping Users! 

Bob Herres 
Election Chair, 2022 

https://opcug.ca/executives/
https://opcug.ca/executives/
mailto:nominations@opcug.ca
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O T T A W A  P C  N E W S 

Ottawa PC News is the newsletter of the Ottawa PC Users’ Group (OPCUG), and is 
published monthly except in July and August. The opinions expressed in this newsletter may 
not necessarily represent the views of the club or its members.  

Member participation is encouraged. If you would like to contribute an article to Ottawa PC 
News, please submit it to the newsletter editor (contact info below). Deadline for submissions  
is three Sundays before the next General Meeting. 

 

To receive the monthly newsletter by email, send an email to:  
opcug-newsletter+subscribe@googlegroups.com  (leave subject and body fields blank) 
You do not need to create a Gmail or Google Groups account. 

To subscribe to other OPCUG Google Groups member services, go to: 

https://opcug.ca/google-groups-how-to/  

 

Group Meetings 

OPCUG meets on the second Wednesday in the month, except July and August, at 
the Riverside United Church, 3191 Riverside Drive, Ottawa. Parking is free at the 
church. OCTranspo bus #90 stops nearby. Details at https://opcug.ca/venue/. 
(NOTE: Due to COVID-19 safety guidelines, all our events are via video confer-
ence until further notice. Details at https://opcug.ca/venue/) 

Meetings are 7:30–9:00 p.m. followed by a Q&A Session until 10 p.m.  

OPCUG Membership Fees:  $20 per year 
Mailing Address:   3 Thatcher St., Nepean, Ontario, K2G 1S6 
Web address:   https://opcug.ca 
Follow us on Facebook:   https://www.facebook.com/opcug 
Follow us on Twitter:   https://www.twitter.com/opcug 
 

President and System Administrator 
 Chris Taylor       chris.taylor@opcug.ca  613-727-5453 

Meeting Coordinator 
 Lawrence Patterson meetings@opcug.ca 

Treasurer 
 Alan German  alan.german@opcug.ca 

Secretary 
 Gail Eagen       gail.eagen@opcug.ca 
Membership Chairman 
 Mark Cayer      mark.cayer@opcug.ca  613-823-0354 
Newsletter 
 Brigitte Lord   brigittelord@opcug.ca 
 (editor/layout/e-distribution)    
Public Relations 
 Lawrence Patterson PR@opcug.ca   
Facilities 
 Bob Walker       613-489-2084 
Webmaster 
 Brigitte Lord       webmaster3@opcug.ca 
Privacy Director 
 Wayne Houston  privacy2@opcug.ca 
Special Events Coordinator 
 (Mr.) Jocelyn Doire jocelyn.doire@opcug.ca 

Director w/o Portfolio    

 Karen Wallace-Graner karenwg@opcug.ca 

 

© OPCUG 2021.  

Reprint permission is granted* to non-profit organizations, provided credit is given to the author and  
The Ottawa PC News. OPCUG requests a copy of the newsletter in which reprints appear.  

*Permission is granted only for articles written by OPCUG members, and which are not copyrighted by the    
author. Visit https://opcug.ca/copyright-and-usage/. 

Q&A HAS GONE 
ON-LINE! WEEKLY! 

Because of the pandemic, the OPCUG 
is holding weekly Q&A sessions in 
Zoom video-conferences. 

Join us every Wednesday (except on 
regular monthly meeting nights) at 
7:30 pm to discuss computer issues. 
Questions (and answers) on any com-
puter-related issue are welcome.  Or, 
do you have a favourite computer pro-
gram or topic that you would like to 
share with the group?  Send your ques-
tions, answers, or the details of what 
you would like to share to:  
SuggestionBox@opcug.ca 

Everyone is welcome to attend Q&A 
sessions and to ask questions about 
their specific computer-related prob-
lems.  Join us at: https://tinyurl.com/
opcug-meeting (if you use the Zoom 
client, the meeting ID is 924 9556 0898 
and the password is opcug). 

mailto:opcug-newsletter+subscribe@googlegroups.com
https://opcug.ca/google-groups-how-to/
http://riversideunitedottawa.ca/
https://opcug.ca/qa/
https://opcug.ca/qa/
mailto:SuggestionBox@opcug.ca
https://tinyurl.com/opcug-meeting
https://tinyurl.com/opcug-meeting

