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Homograph attacks s, cis rayor

o you know the difference be-

tween paypal.com and pay-

pal.com? Copy the previous
sentence to the clipboard, paste it into a
word processor, and set the typeface to
Calibri. Then change the typeface to
Courier New, Comic Sans, or Verdana.
How about if | type them entirely in up-
percase: PAYPAL.COM and PAY-
PAI.COM? Depending on the typeface
being used, a lowercase “L” appears sim-
ilar—or even identical—to an uppercase
“i”. | don’t know who controls PAY-
PAL.COM, but | am sure they have mali-
cious intent!

Homograph attacks—also known as
homoglyph attacks—work by replacing
characters in a URL to make you think
you will be going to one site, while send-
ing you elsewhere. Many characters can
look similar: a capital letter “O” and the
number zero, the lowercase letter “L”
and the number “1”, etc. Into that mix,
throw in Unicode foreign language char-
acters. Because | can’t be sure how type-
faces will be translated through the vari-
ous layers this article will pass, here is a
graphic of a lowercase Latin “@” and the
Cyrillic equivalent (Unicode 0430). Both
are using Calibri: the default typeface in
Microsoft Word.

Latin a

Cyrillic d

There might be visual differences be-
tween the two characters. | can’t see
any. But a URL containing a Latin “a” is
definitely not the same as a URL with
the Cyrillic equivalent. Bad actors will
take advantage of that to trick you into
going to a lookalike website where they
can attack your computer or try to get
you to give up credentials to the legiti-
mate site.

Can homograph attacks be prevented?
Browsers could block non-Latin charac-
ters in domain names. But non-Latin
characters are permitted in domain
names, so this would prevent you from
accessing some legitimate sites. Regis-
trars for top-level domains (such as .ca,
.uk, and .music) could prevent registra-
tion of domain names using non-Latin
characters, but that would prevent
their customers from registering some
valid domain names.

Modern browsers can, and do, employ
techniques to help expose or block
homograph attacks. For example, some
will  display  Punycode (https://
en.wikipedia.org/wiki/Punycode) when
they encounter Unicode characters.
While this exposes Unicode characters
in domain names in the address bar of
the browser, it won’t prevent you from
going to the site. Few people examine
the address bar when a site opens from
a link.

Browsers can sometimes warn you if
they suspect a homograph attack is
being attempted. Probably not a per-
fect solution, but it certainly might help.

Browser extensions can also help. No
Homo Graphs for Firefox looks for—
among other things—domain names
similar to well-known and often-abused
domain names for sites such as PayPal,
Western Union, Google, etc. But, as the
author of this extension notes, “This
add-on is not fool-proof.”

PhishProtect is an extension for Chro-
mium-based browsers such as Google
Chrome, Microsoft Edge, Opera, and
Brave. It has not been updated since
2018, but that may not matter; it simply
warns when there are Unicode charac-
ters in the URL.

(Continued on page 7)
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Next Meeting

Wednesday, October 13

HISTORY OF THE DIGITAL REVOLUTION
Speaker: Bob Walker, OPCUG

We’ll have a look at the develop-
ment and evolution of personal
computers, the internet, email,
social media, smartphones, e-
commerce, digital cameras and
more.

Coming Up...

November 10

Topic: Astronomy

Speaker: Tim Cole and Andrea Girones, Royal As-
tronomical Society

(topic details)

December 8

Topic: Security Layers

Speaker: Tom Trottier, OPCUG

There is no magic security bullet, no single pro-

tection against others trying to scam you, ran-
somware you, or steal your identity. What you

Before he retired, Bob Walker
was a Senior IT Project Manager
at the Public Health Agency of
Canada. Prior to that, he worked

can do is what people do in the winter: put on
layers. [more...]

2022

in many roles in the High-Tech The BV Personal Computer : January 12

industry for a variety of compa-
nies over the span of twenty-five
years.

This meeting will be via Zoom
video conference.

Topic: Encryption 101
Speaker: Stephane Richard, OPCUG

If you are using a computer and the internet, you
are using cryptography. This presentation pro-
vides a basic introduction to cryptography. It
covers the definitions of the terms used in cryp-
tography and basic cryptographic processes.
[more...]

February 9

Join us at https://tinyurl.com/opcug-meeting. The Zoom link will be Topic: Genealogy

live at 7:15 pm. The meeting will begin at 7:30 pm.

The above link includes the meeting ID and password. However, if you are

prompted for the information, use:

Meeting ID: 924 9556 0898
Password: opcug

Speakers: Heather Oakley and Mike More, Otta-
wa branch of the Ontario Genealogical Society

(details to follow)
March 9

Topic: Microsoft Teams
Speaker: Lawrence Patterson, OPCUG

(details to follow)

All scheduled regular monthly meetings and weekly Q&A sessions, and a link to OPCUG presentations at the OPL are
posted on our website at https://opcug.ca/#upcoming. All events are via video conference until further notice.

2021 CALENDAR

Meetings Date

Regular Monthly Meeting ~ Wednesday, October 13"

Q&A Session

Wednesday, October 13"

Time and Venue

7:30 pm via Zoom video conference: https://tinyurl.com/opcug-meeting
To see all scheduled events, visit https://opcug.ca/#upcoming

Immediately following the Regular Monthly Meeting. (approx. 9 pm) on
the same video conference.

Beer BOF (Wing SIG East) Wednesday, October 13" Enjoy a cold brew or other beverage in the comfort of your home during

the video conference.
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Results of the 2021 member survey on meeting venue

INTRODUCTION
On July 13, the OPCUG Board launched a short survey to solicit
members’ thoughts on returning to in-person meetings. The survey
also addressed the factors influencing attendance at both in-person
and virtual meetings.

METHODOLOGY

The survey was sent to 136 members but was also open to non-
members who wished to participate, with the request that they indi-
cate their status in the comment field. There were 95 responses for
a stellar response rate of almost 70%! Results are considered to be
accurate within = 5%, 19 times out of 20. There were two follow-
up emails and verbal reminders at Q&A sessions.

PRE-COVID

Almost three-quarters of respondents indicated that they attended
the pre-covid in-person meetings at least once a year. For another
21%, the question did not apply to them, suggesting perhaps they
were not members at that time. Fourteen percent did not attend in-
person meetings.

DURING COVID

During the period of covid restrictions, four out of five respondents
attended at least one virtual Zoom monthly meeting between
April 2020 and the time of the survey. One in five respondents
did not attend any of these virtual meetings. Almost three-quarters
of all respondents had attended at least one Q& A meeting since
April 2020. While there are no documented historic numbers
on attendance at Q&A sessions, the Board agreed that there has
definitely been greater attendance with the virtual Zoom sessions.

POST COVID - IN-PERSON MEETINGS

Arguably, the most important question of the survey was to deter-
mine the comfort level for in-person meetings once public health
officials allow large indoor gatherings. The results were very defin-
itive as seen in Figure 1. Almost half of respondents would be like-
ly to attend an in-person meeting if full vaccination and a mask
were required and a further 22% were neutral. Slightly more
than one-quarter (28%) were unlikely to attend and some of those
would be folk among the 15% who did not attend in-person meet-
ings in the past. Good support was seen, as well, for full vaccina-
tion and optional mask. However, there was very little support for
scenarios where vaccination (with or without mask) was not re-
quired.

Full vax, mask

- 28%
required

Full vax, mask
optional

33%

Mask, no vax
required

3

Mo mask or vax
required

0% 20% 40% 60% B80%
M Likely @ Neutral B Unlikely

100%

Figure 1: Likelihood of attendance of in-person meetings
(if zoom always available)

Members of six or more years and males were more
likely to attend in-person meetings if vaccination and a
mask were required (58% and 51% respectively) com-
pared to newer members (41%) and females (39%). It
should be noted, however, that many of the newer mem-
bers are females. They comprise 50% of those with a
membership of 5 years or less compared to 16% for mem-
bers of long standing.

Over half of all respondents indicated being very willing
(23%) or somewhat willing (28%) to forgo in-person meet-
ings if there were a few in-person social events held
throughout the year. A further third were neutral. Less than
10% were very or somewhat unwilling to give up in-
person meetings and only 4% indicated that it would
depend on the events. Females at 69% and newer members
at 62% were either very or somewhat willing to forgo the
in-person meetings compared to 40% of males and 39% of
those with memberships of 6 years or more.

Almost two-thirds of members indicated they were ei-
ther neutral (17%) or more likely (48%) to attend an in
-person event with an in-person speaker. About one in
five said it would depend on the speaker. Perhaps an out-
side speaker would be a bigger draw than an OPCUG
member.

One of the compelling reasons for attending an in-person
meeting was the ability to easily see and hear the presenter
with over half (53%) indicating it as strong factor.
Over half as well said that the sense of community and
camaraderie was also a strong factor (52%). This was
followed very closely by the ability to converse one-on-
one with fellow members with exactly half of all respond-
ents identifying it as a strong factor. The top five factors
are shown in Figure 2.

Sa———
— -

Evening out 28%

0% 20% 40% 60% 80% 100%

M Strong M Neutral M Not a factor

Figure 2: Top Five Factors influencing in-person meet-
ings

POST-COVID VIRTUAL ZOOM MEETINGS

A solid majority of respondents (60%) indicated that
weather was a strong factor in influencing their attend-
ance at a virtual Zoom meeting. Almost four out of five
female members (80%) said so, compared to half of the
males.

(Continued on next page)
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Su rvey results (Continued from previous page)

This factor was following closely by 59% who indicated that the
ability to listen to a replay of the meeting was a strong influenc-
er for zoom meetings. In this instance, new members (5 years or
less) were more likely to indicate it as a strong factor (69%) than
members of six years or more at 48%.

The ability to see the speaker’s slides was a strong factor in fa-
vour of virtual meetings with over half (52%) indicating it as such
on the survey. There was a marked difference between females at
69% and males at 43%.

“Illness or fatigue” was another factor where women considered it a
strong factor (61%) more often than men did (40%). Overall, 45%
of members said it was a strong factor.

The top five factors are shown in Figure 3.

Weather

-
5
®

Replay of meeting

Easier to see slides

No boots, coat, hat

=]

20% 40% 60% 80% 100%

M Strong M Neutral M Not a factor

Figure 3: Top Five Factors influencing virtual Zoom meetings

POTENTIAL COST SAVINGS WITH VIRTUAL MEETINGS
Given the possibility of only virtual meetings in the future, the sur-
vey asked members how they would like to see any cost savings
dispersed.

Over half (53%) agreed with increasing the honoraria for
speakers and around half wanted to use savings to fund techno-
logical education (50%) or keep it in reserve (48%). Females
were much more likely to agree with paying for education at 72%
compared to males at 37%.

COMMENTS

Comments from responders to what in-person meetings may entail
included the notion of social distancing in addition to masks and
vaccinations. One person pointed out that there are all sorts of rea-
sons to protect yourself and others by wearing a mask, not just for
covid-19. Some felt in-person meetings were important to the moral
of the club but the suggestion was made to have only one or two
per year. Another respondent was less easily distracted during an in
-person event.

With respect to virtual meetings, a member said they missed some
due to running low on their Internet data plan. It was noted that
getting to and from the meetings is difficult by bus. The comment
was made that much of what was discussed went over the mem-
ber’s head but with zoom they could pick and choose when to par-
ticipate.

Overall comments included appreciation for the survey
and for the OPCUG board members, especially Chris and
Alan for their efforts on the monthly meetings and the
weekly Q&A sessions.

Thank you to everyone who participated in the survey.
Your opinion matters!

For an in-depth PowerPoint presentation on the survey
results please use this link:

https://opcug.ca/presentations/2021-09-
MemberSurveyResults.pdf

Lynda Buske, OPCUG

Quick tip 33: Resetting Team Viewer
by Chris Taylor

TeamViewer is a nice cross-platform (Windows,
macOS, Linux, Android, i0S, and Chrome OS) way
to connect to remote computers with full mouse and
keyboard control.

TeamViewer is free ... for “private, non-
commercial use”. That restriction can bite you. If
the company suspects you are using it as part of a
business, TeamViewer will stop working. Exactly
how they determine this is pretty murky. The bot-
tom line is, at some point you may find that you are
blocked from using the program. Sometimes the
error you receive is not clear. I received the follow-
ing error a couple of seconds into a remote session.

Your TeamViewer session has timed out and will be dosed

Of

[e=oe]

If you are blocked from using TeamViewer, you
can request a reset on your TeamViewer ID.
Browse to www.teamviewer.com/reset/. Click the
Connect with TeamViewer button to start the pro-
cess. You may have to download a declaration
form, sign it, scan it, and upload it to the site. You
should hear back within 2 business days. It worked
for me.
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CLUB LIFE

The Board of Directors and the 2021 Survey on meeting venue

her findings are in this issue of the newsletter. The board has been considering the findings and is committed to keeping

At the September General meeting, Lynda Buske presented the findings from the 2021 survey on meeting venue. As well,
the membership up-to-date on its thinking.

The question most frequently asked is “When/will we be meeting again in person?” Broadly, at this point:

e A considerable portion of the membership is interested in attending in-person meetings;

e  Strong support for continuing with Zoom is clear, regardless of whether we return to in-person meetings;
e The church where we meet is still determining a date for when they will allow gatherings to resume;

e  The board is planning for — at the very earliest — a January 2022 return to in-person meetings; and

e  Given the high number of members who stated that winter-related barriers and temporary illness/fatigue are strong rea-
sons for preferring Zoom meetings, the board is considering having meetings solely by Zoom for December through
February.

As always, we welcome your further comments and suggestions. You can send an email to info@opcug.ca .

Nominations for OPCUG Board for 2022

O nce a year, the OPCUG holds elections for the 9-member Board of Directors. We are once again
coming up to this annual event.

We encourage all members to consider running for a board position or getting involved in some other
manner in the operations of the OPCUG.

If you want more information about what is involved, please talk to me or any current or past Board
member. Names are listed on the back page of this newsletter and on the web site at https://opcug.ca/
executives/ .

Nominations can be submitted by sending an email to nominations@opcug.ca .

Nominations must be received by midnight, December 31, 2021.

< . Please get involved. Please help the OPCUG continue in its role of Users Helping Users!
4

Bob Herres
o Election Chair, 2022

Quick tip 34: Moving Windows default data folders L -

by Chris Taylor sk X

If your computer has a relatively small solid-state drive (SSD) T 2

where Windows is installed and a large spinning hard disk drive f( e oy Sy Lot P Vi Gk

(HDD), you might prefer that the default save location for things e &
like Downloads, Documents, Pictures, Videos, etc. be on the HDD losarng e erter i, T

rather than the SSD. ' A pE——

Open File Explorer. In the navigation pane on the left expand This Dot el e
PC, right-click on the item you want to move, e.g. Downloads (1) - 3 o
and choose Properties. Click the Location tab (2), and click Move... ¢ am - Yo
(3). Navigate to your HDD, click New folder (4), and give it a =4 . R
name. From then on, when things get saved to your Downloads N

folder, they will go to the HDD rather than the SSD. " B 5
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ARTICLE

Updating Windows Defender revisited - Part 1

signature files. Windows Update only runs once a day—specifically

24 hours after the last time it ran. But Microsoft releases new signa-
ture files much more frequently. I tested and, over a 2-week period, Microsoft
updated its signature files an average of 9 times a day. Why wouldn’t you
want your signature files updated more frequently than once a day?

Windows Defender uses Windows Update to check for new antivirus

I wrote an article in 2010 (opcug.ca/Articles/1005.pdf) showing how to use
Windows task scheduler to check for anti-virus signature files and updated it
in 2015 (opcug.ca/Articles/1510.pdf). Some user interface updates and a cou-
ple of additional options means it’s time for another update!

Microsoft provides a command-line interface to Windows Defender:
MpCmdRun.exe. One of the options in MpCmdRun is to check for updates to
antivirus signature files. As a command-line utility, it can be scripted and
scheduled. In other words, it can be automated for hands-off operation.

Click the Start button, type;
task scheduler
and hit Enter. In the 4 ctions section, click on Create Task...

Fle Adion View Help
s 20 B0

2 Tk Scheduler (o)
b Task Schacksber Libvary

Actiom
A2 kg om of any wser - After tig Tk Scheduer Liteary -

o
) ACC .
5 ACCAGen Ready  A1O2TAM cn day 1 of laruary [
ACCBackgr.  Rurning A bog om of any v |
b O 9 ey v | % Coate Tk

% Dupley Al fusming Teaks

Tgzen

Ceneral Trigoens Actiom  Condorms  Settings Mt * '

On the General tab, give it a name, such as Defender Update and select Win-
dows 10 in the Configure for: section. Click the Triggers tab.

1. Click the New... button

2. Set Begin the task: to On a schedule
3. In Settings, choose Daily

4. Set Recur every: to I days
5

. In Advanced settings, select Repeat task every: and set it to 1 hour (or
whatever you prefer)

0 T [ Symchrorure sceoes teme 2ones

St X00-29-% 12484
3 “
) Weekly
0 Morehy

Aebvarvomd setiongs

3 Dey kv b SO

for & duation of, 1 duy

(%] ta: 1 howr
1 T oy Dy o o of et i
[ Step sk # # rurm bomger thare

[ Erabied

et

Click the OK button.

by Chris Taylor

On the Actions tab;
1. Click the New... button

2. Inthe Action: section, select Start a pro-
gram

3. In Program/script: use the Browse...
button to select C:\Program
Files\Windows Defend-
er\MpCmdRun.exe

4. In Add arguments (optional): enter -
SignatureUpdate

Genesl Toggen Adom )
Vou must spectly what action this task wil gerfomm.

When you coeste o task, you 2
Adtien Detad | Setirgs

3 Frogramiscape

CAPOGram Files W ndoms Defenden MaCmadRun e’

Aad argements (optional)

o i (apmonalt 4

=~

Click the OK button.

Task Scheduler will then check for Windows
Defender antivirus signature updates every
hour. However, there are two things I don’t
like. First, a distracting black window opens
when the task runs. Second, the task only runs
when you are logged onto Windows.

Both drawbacks can be elimintated. In Task
Scheduler, double-click your task to edit it. On
the General tab for the task (see graphic next
page);

1. Click the Change User or Group... but-
ton

2. Type in system

3. Click Check Names and click the OK
button.

(Continued on next page)
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Windows Defender (Continued from previous page)

St B gt g

Gecesl wig Actio Cond
B . TR S p—— Ctyect Tpea
Name Defendier Update | Fuum pus koostion
Locstiere | CARNA Locstora
Auther CARNA Claydor Ever #a ctget rerw o et oot
Description | 2 3
Atconcee L Coarwm

he tack, une the 1olowng user sccount

CARNA (Taytor

1 =]

@ Run only when wer u logged on
Run whether wer n logged on or net
] Run with highest priviieges
] Headen Corfigure for Windows Vista™ Windows Server™ 2008

K Cancel

The section When running the task, use the following ac-
count: will read NT AUTHORITY\SYSTEM.

Secunity options
When running the task, use the followsng user account
NT AUTHORITY\SYSTEM

Click the OK button and close Task Scheduler.

Next month, I will show an additional two methods for
keeping Windows Defender’s antivirus signature files up-

to-date. Each has their advantages and disadvantages.

1224

Homograph attacks (Continued from page 1)

Malicious Site ahead!

This site use IDNJunicode characters in its domain

Attackers might try to trick you and steal your credentials

LS Ay Take me to safety

Protection measures that only look for Unicode characters in the
URL won’t provide protection from homograph attacks that re-
place Latin characters with look-alike Latin characters.

Because domains engaged in homograph attacks are almost cer-
tainly malicious, DNS services designed to prevent you from going
to dangerous sites, such as Quad9, OpenDNS, and CIRA Canadian
Shield may know about some of these sites and block you from
going there. For more information on alternate DNS resolvers,
see the article | wrote for the October 2018 newsletter.

A good defence against homograph attacks is to not click on links
you receive in emails. When you receive an email saying FedEx
could not deliver your package or your bank wants you to visit
their web site for a new interest rate promotion, load your
browser and visit the site by manually going to the site or using a
trusted bookmark.

Good computer security must be layered and nuanced. Never
forget that your knowledge and behaviour are important security
layers.

'

Quick tip 35: Pulsedive threat intelligence
by Chris Taylor

If you ever wondered if a given domain name, IP address, or URL
might be malicious, check out Pulsedive at https://pulsedive.com/.

They have a free service that gathers threat intelligence.

There is even a browser extension for Chrome and Firefox. With a sin-
gle click, you can get Pulsedive’s analysis for the site you are on. Even
better, if you see a link to another site, you can highlight the link and
Pulsedive will immediately pop up and do its thing before you actually

go to the site.

Pulsedive can get pretty geeky with information on open ports, proto- I+l Mepean, Canada, Ottawa PC Users' Group,
cols, DNS records, and more. But even a beginner can appreciate green Ine.

happy faces and check marks indicating that all is well.

They have paid accounts that can dig deeper, but the free services are

terrific.

[ Openin Pulsedive

opcug.ca
@ Very low risk

& Linked IPs return FTR records
Highlights
& 200

& Redirects to: hitps:flopoug.ca/

& 55U cerificate found: opcug.ca and 1 more

L Settings

"'l,! i P10 Pro

View from browser extension
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OTTAWA PC NEWS

Ottawa PC News is the newsletter of the Ottawa PC Users’ Group (OPCUG), and is
published monthly except in July and August. The opinions expressed in this newsletter may
not necessarily represent the views of the club or its members.

Member participation is encouraged. If you would like to contribute an article to Ottawa PC
News, please submit it to the newsletter editor (contact info below). Deadline for submissions
is three Sundays before the next General Meeting.

To receive the monthly newsletter by email, send an email to:
opcug-newsletter+subscribe@googlegroups.com (leave subject and body fields blank)
You do not need to create a Gmail or Google Groups account.

To subscribe to other OPCUG Google Groups member services, go to:

https://opcug.ca/google-groups-how-to/

Group Meetings

OPCUG meets on the second Wednesday in the month, except July and August, at

the Riverside United Church, 3191 Riverside Drive, Ottawa. Parking is free at the
church. OCTranspo bus #90 stops nearby. Details at https://opcug.ca/venue/.
(NOTE: Due to COVID-19 safety guidelines, all our events are via video confer-
ence until further notice. Details at https://opcug.ca/venue/)

Meetings are 7:30-9:00 p.m. followed by a Q&A Session until 10 p.m.

OPCUG Membership Fees:
Mailing Address:

Web address:

Follow us on Facebook:
Follow us on Twitter:

$20 per year

3 Thatcher St., Nepean, Ontario, K2G 1S6
https:/lopcug.ca
https://lwww.facebook.com/opcug
https://lwww.twitter.com/opcug

President and System Administrator

Chris Taylor chris.taylor@opcug.ca 613-727-5453

Meeting Coordinator

Lawrence Patterson meetings@opcug.ca

Treasurer
Alan German alan.german@opcug.ca
Secretary
Gail Eagen gail.eagen@opcug.ca
Membership Chairman
Mark Cayer mark.cayer@opcug.ca 613-823-0354
Newsletter
Brigitte Lord brigittelord@opcug.ca

(editor/layout/e-distribution)
Public Relations

Lawrence Patterson
Facilities

Bob Walker
Webmaster

Brigitte Lord
Privacy Director

Wayne Houston
Special Events Coordinator

(Mr.) Jocelyn Doire

Director w/o Portfolio
Karen Wallace-Graner

PR@opcug.ca

613-489-2084
webmaster3@opcug.ca
privacy2@opcug.ca

jocelyn.doire@opcug.ca
karenwg@opcug.ca

© OPCUG 2021.

Reprint permission is granted* to non-profit organizations, provided credit is given to the author and
The Ottawa PC News. OPCUG requests a copy of the newsletter in which reprints appear.

*Permission is granted only for articles written by OPCUG members, and which are not copyrighted by the
author. Visit https://opcug.ca/copyright-and-usage/.

Q&A HAS GONE
ON-LINE! WEEKLY!

Because of the pandemic, the OPCUG
is holding weekly Q&A sessions in
Zoom video-conferences.

Join us every Wednesday (except on
regular monthly meeting nights) at
7:30 pm to discuss computer issues.
Questions (and answers) on any com-
puter-related issue are welcome. Or,
do you have a favourite computer pro-
gram or topic that you would like to
share with the group? Send your ques-
tions, answers, or the details of what
you would like to share to:
SuggestionBox@opcug.ca

Everyone is welcome to attend Q&A
sessions and to ask questions about
their specific computer-related prob-
lems. Join us at: https://tinyurl.com/
opcug-meeting (if you use the Zoom
client, the meeting ID is 924 9556 0898
and the password is opcug).

Volume 38, Number 10


mailto:opcug-newsletter+subscribe@googlegroups.com
https://opcug.ca/google-groups-how-to/
http://riversideunitedottawa.ca/
mailto:SuggestionBox@opcug.ca
https://tinyurl.com/opcug-meeting
https://tinyurl.com/opcug-meeting

